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Abstract

This systematic review examines the role of federated learning (FL) as a privacy-preserving paradigm for
enterprise decision systems, synthesizing evidence from 187 peer-reviewed studies. Guided by the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) framework, the review integrates
algorithmic, systems, security, sectoral, and governance perspectives to provide a comprehensive account of
current knowledge. Findings highlight that foundational algorithms such as FedAvg, FedProx, and
SCAFFOLD dominate the methodological landscape, with significant adaptations emerging to address non-11D
and unbalanced datasets across distributed organizational silos. Privacy-preserving mechanisms — including
differential privacy, secure aggregation, homomorphic encryption, and multiparty computation —were
consistently applied as layered defenses, balancing mathematical guarantees with empirical resilience. The
synthesis further revealed critical vulnerabilities to model poisoning, backdoor attacks, and gradient leakage,
alongside defensive strategies such as robust aggregation, anomaly detection, and differential privacy clipping.
Sector-specific implementations demonstrate FL's practical utility in healthcare, finance, retail, logistics,
telecommunications, and public services, where it enables collaborative modeling without violating data
residency or confidentiality requirements. Governance and ethical frameworks, particularly GDPR, CCPA, and
the NIST Privacy Framework, were found to shape deployment practices, while documentation artifacts such as
datasheets, model cards, and privacy budget ledgers ensure accountability and transparency. Comparative
surveys position FL as an integrative socio-technical architecture that unites distributed optimization, privacy
engineering, adversarial robustness, and Al governance into a coherent enterprise-ready model. The review
concludes that federated learning provides enterprises with a scalable, secure, and ethically aligned approach to
leveraging distributed data while preserving trust and compliance.
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INTRODUCTION

Federated learning (FL) refers to a distributed machine-learning paradigm in which models are trained
collaboratively across multiple clients while keeping raw data localized, sharing only model updates
with a coordinating server (Liu et al.,, 2022). In enterprise decision systems—spanning finance,
healthcare, retail, logistics, and telecommunications—data residency constraints, contractual
confidentiality, and statutory privacy laws shape how analytical models can be built from sensitive
records. The international relevance of FL emerges from its capacity to learn from cross-border, cross-
institutional datasets without aggregating personal or proprietary data in a single repository, thereby
aligning technical practice with heterogeneous jurisdictional requirements and industry norms (Zhang
et al., 2021). Core mechanisms include on-device or on-premise training, secure aggregation of
gradients or model deltas, and orchestration protocols that account for client heterogeneity and
unreliable connectivity. Enterprises leverage these mechanisms to support high-stakes decisions—
credit risk scoring, fraud detection, medical triage, and supply planning—where model performance
benefits from diverse, distributed data while privacy expectations remain strict. The conceptual shift is
from data-centralized intelligence to update-centralized intelligence, with privacy exposure reduced
by design because sensitive attributes remain within organizational boundaries (Yin et al., 2020).
International significance follows from multi-jurisdictional collaborations: global banks, hospital
consortia, and telecom operators can coordinate model training across subsidiaries or partners that
operate under divergent legal regimes without exchanging raw identifiers. This introductory framing
situates FL not simply as an optimization trick, but as an architectural response to the intertwined
demands of privacy, compliance, and enterprise-scale decision quality (Abreha et al., 2022).

Figure 1: Key Challenges and Mitigations in Federated Learning
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The privacy-preserving character of FL relies on a layered defense that combines architectural
minimization with formal privacy guarantees and cryptographic protections. Architectural
minimization keeps data local and shares only learned parameters, but model updates may still leak
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information through inversion or membership inference. Formal methods such as differential privacy
(DP) add calibrated noise to gradients or to aggregated statistics to bound what an adversary can infer
about any single record. In the federated setting, DP can be applied per client update or at the server
during aggregation, balancing privacy budgets against utility in non-IID, unbalanced workloads
common in enterprises (Yuan et al., 2024). Secure aggregation protocols ensure the server can recover
only the sum of client updates, hiding each participant’s contribution even from an honest-but-curious
coordinator. Additional cryptographic tools—homomorphic encryption and secure multiparty
computation—are used to protect gradients in transit or enable privacy-preserving analytics on
encrypted features. Enterprises also deploy local differential privacy (LDP) for telemetry or feature pre-
processing when centralized trust is low, informed by mechanisms like RAPPOR and subsequent
heavy-hitters protocols (Danish & Zafor, 2022; Lazaros et al., 2024). Regulatory frameworks provide
the governance backbone: principles of data minimization, purpose limitation, and privacy by design
in the GDPR, risk-management controls in the NIST Privacy Framework, and
transparency/accountability requirements under CCPA converge with FL's boundary-preserving
workflow. As a result, privacy preservation in FL rests on defense in depth: local training, formally
private noise addition, cryptographically protected aggregation, and policy-driven controls that are
auditable within enterprise governance structures (Bashir et al., 2023; Danish & Kamrul, 2022).

Figure 2: Federated Learning in Enterprise Systems
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Learning dynamics in non-IID, heterogeneous environments define the technical heart of enterprise FL.
Organizational datasets often differ in feature distributions, label proportions, and sampling frequency
across branches, partners, and regions. The canonical Federated Averaging (FedAvg) algorithm
efficiently averages local stochastic gradient steps across selected clients, but performance and
convergence can degrade under skewed client data or unbalanced participation (Jahid, 2022; Khan et
al., 2025). Methodological advances respond to these realities. FedProx introduces proximal terms to
stabilize updates under system and data heterogeneity. SCAFFOLD corrects client drift with control
variates. Clustered FL partitions clients into cohorts with similar data distributions, enabling
specialized global models . Adaptive federated optimizers (e.g., FedAdam, FedYogi) refine server-side
update rules to improve robustness and speed (Ghimire & Rawat, 2022; Arifur & Noor, 2022). When
decision policies vary by region or product line, personalized FL frameworks tune per-client or per-
segment heads on top of shared representations, reconciling global learning with local specificity.
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Agnostic FL formalizes objectives that target worst-case or mixed client distributions to safeguard
performance across diverse enterprise subpopulations. These algorithms address the operational
reality that enterprises seldom control data generation processes uniformly; they must instead
accommodate device churn, variable compute budgets, and participation constraints while
maintaining reproducibility and auditability (Chellapandi et al., 2023; Hasan & Uddin, 2022). The
cumulative literature establishes a toolkit for stable learning under heterogeneity, a condition broadly
encountered in cross-site enterprise decision systems.

Robustness and security concerns in FL map closely to enterprise risk models. Malicious or faulty
clients may attempt model poisoning or backdoor attacks by sending manipulated updates that corrupt
global behavior on specific triggers or degrade overall accuracy. Robust aggregation rules such as
Krum, Bulyan, and median- or trimmed-mean-based schemes reduce the influence of outliers and
adversaries under various threat models (Hu et al., 2021; Rahaman, 2022a). Defensive training
strategies incorporate anomaly detection on updates, reputation systems for clients, and coordinate-
wise clipping with DP noise to blunt gradient outliers. Inference-time leaks and training-time
eavesdropping are considered through analyses of gradient leakage and model inversion, motivating
encryption-in-transit, secure enclaves for aggregation, and rate-limited participation. Membership
inference and property inference risks receive special scrutiny in regulated sectors, with empirical
evidence showing that even aggregate statistics can reveal sensitive attributes without adequate
regularization and noise (Khan et al., 2023; Rahaman, 2022b). Governance overlays —access controls,
incident playbooks, audit logging, and certifiable privacy budgets—ground these defenses in
enterprise processes subject to internal audit and external regulators. The literature on federated
robustness thus connects algorithmic choices to concrete enterprise risk indicators, from fraud
amplification exposure to compliance penalties associated with leakage (Liu et al., 2023; Rahaman &
Ashraf, 2022).

Systems engineering and deployment determine whether FL translates from theory to operational
decision support. Production FL systems require device or node selection, incentive-compatible
participation, straggler mitigation, and resilience to intermittent connectivity across regions . Industrial
case studies describe federated analytics and on-device learning at internet scale, showing how
telemetry, cohorting, and privacy accounting integrate with existing data pipelines (Quan et al., 2025).
Resource constraints —memory, compute, and energy on edge devices or branch servers —drive model
compression and communication-efficient updates through sparsification, quantization, and sketching.
Scheduling policies coordinate thousands of clients while enforcing privacy budgets and fairness in
participation, preventing over-representation of a single region or business unit. Integration with
MLOps adds versioning, canarying, and rollback for global models and local adapters, plus lineage
tracking for privacy proofs and cryptographic keys (Adam & Baroud, 2024; Islam, 2022). Cross-silo
deployments in enterprises differ from cross-device settings, emphasizing stable, high-bandwidth links
and authenticated participants but facing stricter legal contracts and audit trails across subsidiaries or
partners. These system concerns tie directly to decision-lifecycle requirements: model freshness for
time-sensitive risk scoring, explainability layers compatible with federated representations, and
integration with rule-based engines that capture policy constraints across jurisdictions (Le et al., 2024;
Hasan et al, 2022). The corpus emphasizes that engineering choices—transport protocols,
cryptographic primitives, and optimizer parameters —shape both performance and privacy alignment
in enterprise contexts.

Cross-sector applications illustrate how FL supports decision systems under varied regulatory and
competitive environments. In healthcare, multi-institutional imaging consortia have shown that FL can
achieve accuracy comparable to centralized training across brain tumor segmentation and COVID-19
diagnosis tasks while keeping patient data in place (Kishor, 2022; Redwanul & Zafor, 2022). Financial
institutions coordinate across branches and affiliates for anti-money-laundering, credit risk, and fraud
detection using privacy guarantees that accommodate bank-secrecy obligations and regional data
localization. Retailers and logistics providers train demand-forecasting, recommendation, and route-
optimization models across stores or fleets without pooling customer identifiers, supporting localized
patterns in seasonality and purchasing without central exposure (Rezaul & Mesbaul, 2022; Tariq et al.,
2024). Telecommunications operators apply FL for anomaly detection and network optimization across
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base stations that observe different traffic profiles and legal constraints on metadata sharing. Public-
sector collaborations examine federated analytics for population health and smart-city sensing where
government agencies coordinate across data stewards bound by statutory confidentiality. These case
narratives underscore the international scope of FL-based decision pipelines, where heterogeneous
data, regulatory strictures, and commercial sensitivity intersect with the need for high-quality
predictive signals (Hafi et al.,, 2024, Hasan, 2022). In each sector, evaluation emphasizes both
conventional metrics—AUC, F1, calibration—and privacy/compliance metrics —epsilon budgets,
leakage estimates, cryptographic coverage —reflecting the dual mandate of utility and protection
(Aouedi et al., 2024; Tarek, 2022).

Governance, ethics, and standards anchor FL within enterprise decision accountability. Privacy-
preserving Al intersects with responsible-Al principles concerning fairness, transparency, and
contestability, since distributed data can encode regional disparities that affect model behavior.
Methodological responses include fairness-aware federated objectives, reweighting across clients, and
constrained optimization that controls group-wise performance variance (Hosseini et al.,, 2023).
Documentation practices—datasheets for datasets, model cards for federated models, and privacy
budget reports —extend into federated settings to provide auditable artifacts for internal review and
external regulators. International standardization efforts guide terminology, threat models, testing
procedures, and reporting for privacy engineering in distributed ML, supporting procurement and
interoperability across borders. Legal frameworks stress accountability for joint controllers and
processors in collaborative learning, clarifying roles in incident response and data-subject rights
handling when multiple entities co-train models (Belfeki et al., 2025; Kamrul & Omar, 2022). Ethical
risk assessments incorporate inferences about sensitive attributes from gradients and embeddings,
encouraging limits on feature scope and establishing guardrails for secondary use (Shokri &
Shmatikov, 2015; Melis et al., 2019). The literature positions FL within a broader governance stack:
organizational policies, technical controls, legal obligations, and audit mechanisms mutually reinforce
privacy-preserving learning that fits enterprise decision contexts across jurisdictions (Kamrul & Tarek,
2022; Tian et al., 2023).

Foundational and surveyed knowledge knit these themes together into an integrated perspective for
enterprise readers. Early distributed optimization and communication-efficient learning introduced
update compression and partial participation, seeding practical FL. The landmark FedAvg paper
catalyzed broad interest by showing effective on-device learning at scale. Subsequent surveys and
system papers synthesized algorithms, systems, privacy, and robustness, providing reference
architectures and taxonomies now applied in enterprises (Mubashir & Abdul, 2022; Saha et al., 2024).
Personalized and robust FL literature aligned federated training with real-world heterogeneity and
adversarial risks. Privacy engineering integrated DP-SGD, secure aggregation, and cryptographic
enhancements into deployable stacks. Application studies in healthcare and beyond demonstrated
external validity on sensitive data regimes. Governance frameworks from OECD, NIST, and ISO/IEC
delineated organizational scaffolding for compliant, auditable operations. Together, these works
delineate a mature, cross-disciplinary basis for understanding federated learning as a privacy-
preserving approach to enterprise decision systems grounded in formal guarantees, robust
optimization, secure systems, and accountable governance.

LITERATURE REVIEW

The literature on federated learning (FL) for privacy-preserving enterprise decision systems integrates
perspectives from computer science, cryptography, data privacy regulation, and organizational
decision theory. To systematically situate this research domain, a review must trace the conceptual
roots of federated learning in distributed optimization, the parallel evolution of privacy-preserving
techniques such as differential privacy and secure multiparty computation, and their confluence within
enterprise-scale decision contexts. FL is not merely an algorithmic innovation; it is a socio-technical
response to global challenges around compliance, security, and fairness in cross-border data
processing. As such, the literature review must highlight both methodological and applied streams of
research, acknowledging how theoretical guarantees translate into operational systems. Moreover, by
mapping contributions across heterogeneity management, robustness against adversaries, systems
deployment, sector-specific implementations, and governance frameworks, this section provides an
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integrative synthesis. The review is structured thematically, presenting the scholarly discourse through
distinct but interlinked sub-sections. Each section foregrounds seminal contributions, empirical
demonstrations, and conceptual debates that define the state of knowledge. This layered approach
captures both the technical sophistication of FL mechanisms and the institutional imperatives that drive
their adoption in decision-critical enterprise environments.

Federated Learning and Distributed Optimization

The origins of federated learning (FL) are deeply rooted in distributed machine learning research,
which explored how models could be trained collaboratively across multiple computing nodes without
relying on centralized data pools. Early distributed optimization studies emphasized stochastic
gradient descent (SGD) under distributed conditions, examining how to coordinate updates across
processors and networks (Liu et al., 2022; Muhammad & Kamrul, 2022). These efforts sought to reduce
computational bottlenecks while ensuring convergence guarantees in large-scale machine learning.
Communication efficiency emerged as a central concern because exchanging full gradient information
across multiple devices or servers created excessive network overhead. To address this, parameter-
server architectures and decentralized training models were proposed, enabling distributed nodes to
share partial updates instead of complete parameter sets. Such methods inspired subsequent
refinements, including asynchronous SGD and mini-batch parallelization, which allowed scalability
across thousands of devices with tolerable latency (Rahman et al., 2020; Reduanul & Shoeb, 2022).
Communication-efficient optimization approaches such as quantization, sparsification, and sketching
began to play a pivotal role in bridging distributed optimization and privacy concerns. By minimizing
the communication burden while retaining critical model signals, these methods established the
foundation for FL's later emphasis on bandwidth efficiency and edge-device deployment. Thus, the
emergence of distributed machine learning prior to FL was characterized by a dual objective: achieving
parallelization and maintaining acceptable convergence while operating under resource constraints,
both of which directly informed the conceptual leap to federated learning architectures (Nguyen et al.,
2021; Kumar & Zobayer, 2022).

Figure 3: The Origins of Federated Learning (FL)
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Federated learning gained distinct identity through the introduction of the Federated Averaging
(FedAvg) algorithm, which demonstrated how decentralized clients could perform multiple local
gradient steps before communicating with a server for model aggregation (Sadia & Shaiful, 2022; Zhou
et al,, 2021). FedAvg addressed both scalability and communication efficiency by reducing the
frequency of exchanges, a critical step for deploying learning systems across edge devices. This
milestone built on earlier distributed optimization advances, but uniquely combined them with
privacy-motivated architectural choices. Beyond FedAvg, communication sparsification techniques
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were formalized to further reduce transmission costs, such as gradient pruning and top-k selection
approaches, which shared only a subset of significant updates (Mills et al., 2019; Noor & Momena,
2022). Quantization methods added another layer of efficiency by encoding gradients in lower
precision, effectively lowering communication overhead without major losses in accuracy. Partial
participation emerged as another defining milestone, as practical FL deployments had to accommodate
clients that were intermittently available or resource-constrained, leading to strategies that allowed
subsets of devices to contribute at each round. Together, these innovations formed the backbone of FL
practice by balancing statistical efficiency, communication feasibility, and system reliability (Istiaque
et al,, 2023; Yang et al., 2021). Empirical studies in healthcare, finance, and telecommunications
validated these methods by demonstrating robust performance across real-world, distributed datasets.
Thus, FedAvg, sparsification, quantization, and partial participation represent not only technical
breakthroughs but also pragmatic responses to infrastructural and regulatory challenges inherent in
enterprise-scale distributed decision systems (Li et al., 2024; Hasan et al., 2023).

A defining conceptual distinction of FL is the shift from “data-centralized” to “update-centralized”
intelligence. Traditional machine learning paradigms aggregated raw datasets into centralized
repositories for training, exposing organizations to risks related to data leakage, jurisdictional transfer
restrictions, and breaches of confidentiality (Hossain et al., 2023; Xu et al., 2020). Federated learning, by
contrast, retains data locally and centralizes only the updates, creating a form of boundary-preserving
collaboration. This shift is not merely technical but socio-technical, aligning machine learning
architectures with privacy-by-design principles enshrined in frameworks such as GDPR and NIST
(Rahaman & Ashraf, 2023; Zhang et al.,, 2021). The update-centralized framing reshapes how
enterprises conceptualize collaboration: instead of pooling sensitive records, organizations engage in
joint intelligence-building through gradient or weight exchanges. Studies in cross-silo settings —such
as hospital networks or multinational banking consortia —demonstrate how this approach supports
compliance while retaining predictive power. Update-centralization also underscores the adversarial
dimension, since even aggregated updates may leak information if not protected through differential
privacy or secure aggregation protocols (Asad et al., 2020; Sultan et al., 2023). Nevertheless, this
conceptual reframing strengthens organizational trust and enables multi-party collaborations where
central data sharing would otherwise be impossible. Thus, the evolution from centralized data models
to update-centralized frameworks illustrates how distributed optimization matured into a privacy-
preserving architecture suited for enterprise decision-making environments across sectors and
jurisdictions (Asad et al., 2021).

Privacy-Preserving Mechanisms in Federated Learning

Differential privacy (DP) has become a cornerstone of privacy-preserving federated learning (FL),
providing formal guarantees that limit the ability of adversaries to infer information about any
individual record in a dataset (Xing et al., 2022). Within FL, DP is implemented in two primary modes:
local differential privacy (LDP) and global differential privacy (GDP). LDP ensures that each client
perturbs its updates before transmitting them to the server, often by injecting calibrated noise into
gradients or model parameters. This mode is especially suitable for environments where clients do not
fully trust the aggregator. GDP, by contrast, applies noise after updates have been securely aggregated
on the server, offering stronger utility preservation while still bounding disclosure risk. The trade-off
between LDP and GDP lies in balancing privacy and utility: LDP provides stronger protections against
curious servers but can introduce higher noise, reducing model accuracy (Hossen et al., 2023; Yahata et
al., 2024). Enterprises apply GDP in collaborative environments where the aggregator is semi-trusted
and LDP when regulatory or contractual frameworks demand strict boundary protection. Empirical
studies in healthcare and mobile applications show that carefully tuned DP-SGD mechanisms allow FL
models to retain competitive performance while ensuring privacy budgets remain within acceptable
thresholds. Thus, DP serves as both a mathematical framework and a practical safeguard, adapting to
enterprise trust assumptions while embedding accountability into federated decision systems (Dinh et
al., 2021; Tawfiqul, 2023).

Beyond DP, cryptographic protocols provide structural protection in federated learning by ensuring
that client updates remain hidden from unauthorized inspection. Secure aggregation techniques allow
the server to recover only the sum of client updates, preventing exposure of individual contributions
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even in the presence of a curious coordinator (Haripriya et al., 2025; Uddin & Ashraf, 2023). These
methods use additive secret sharing and masking schemes to guarantee that updates are only revealed
when combined, making single-client gradients computationally infeasible to extract. Complementing
secure aggregation, homomorphic encryption (HE) allows mathematical operations to be performed
directly on encrypted updates, preserving confidentiality during aggregation but at the cost of
increased computational overhead . Meanwhile, secure multiparty computation (SMPC) protocols
enable multiple clients to jointly compute functions over their data without revealing it to each other,
supporting more complex operations than simple averaging (Das, 2018; Momena & Hasan, 2023).
Enterprises often adopt hybrid strategies, combining DP with secure aggregation or HE to strengthen
protection against both external and internal threats. Case studies in cross-silo FL —for example,
hospital consortia—demonstrate the feasibility of cryptographically enhanced training pipelines that
preserve patient confidentiality while supporting predictive analytics. Similarly, banks use secure
aggregation to comply with secrecy obligations in fraud detection collaborations. These methods show
how cryptography operationalizes privacy guarantees beyond statistical noise, embedding robust
protections into FL's communication layer and ensuring compliance with enterprise-level security
standards (Hosseini & Khisti, 2021; Sanjai et al., 2023). Despite theoretical assurances, empirical
research demonstrates that federated learning models remain vulnerable to privacy leakage if
protective measures are not carefully implemented. Membership inference attacks show that
adversaries can determine whether a specific record was part of the training dataset, even when only
observing aggregated models (Khan et al., 2021; Akter et al., 2023).

Figure 4: Privacy Mechanisms in Federated Learning
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Model inversion attacks go further by reconstructing input features from gradients, particularly when
updates are sparse or involve sensitive feature embeddings. Property inference attacks exploit
correlations to uncover hidden attributes of training data, raising risks in sensitive sectors like finance
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and healthcare. These empirical findings highlight gaps between formal privacy budgets and real-
world adversarial capabilities. For instance, (Gao et al., 2024) show that differential privacy effectively
bounds leakage, but only when properly tuned noise levels are applied. Secure aggregation similarly
reduces risks but does not address inference from final models. Empirical case studies illustrate that
privacy risks can persist even under protective frameworks, especially when adversaries control
multiple malicious clients in a federated network (Liu et al., 2024). This tension between formal
guarantees and empirical vulnerabilities underscores the importance of combining DP, cryptography,
and adversarial robustness methods in federated deployments. For enterprises, leakage risks translate
directly into regulatory liabilities, reinforcing the need for multi-layered defense in privacy-preserving
Al systems (Danish & Zafor, 2024; Liu, 2024).

The literature shows that privacy-preserving mechanisms in FL function most effectively when
combined into a layered framework. Differential privacy provides mathematical guarantees, but
excessive noise can harm model utility. Secure aggregation ensures confidentiality of individual
updates, yet requires careful handling of dropouts and adversarial masking (Pennisi et al., 2024).
Homomorphic encryption and SMPC expand the scope of protected operations but introduce
computational costs that limit scalability. Meanwhile, empirical attacks highlight the persistence of
leakage risks that no single mechanism fully mitigates. This synthesis positions FL privacy as a defense-
in-depth architecture, in which local training, secure transmission, and statistical guarantees
complement one another within enterprise workflows (Istiaque et al., 2024; Song et al., 2020). Studies
in real-world domains such as medical imaging, mobile analytics, and finance demonstrate how
combinations of DP and cryptography balance utility with compliance. Enterprises navigating GDPR,
CCPA, and NIST requirements rely on these integrated approaches not only to secure data but also to
generate auditable evidence of privacy preservation (Hasan et al., 2024; Song et al., 2020). Thus, privacy-
preserving mechanisms in FL reflect an evolving consensus: only through multi-layered, hybrid
approaches can federated learning reconcile the demands of performance, security, and regulatory
accountability across global enterprise decision systems (Gu et al., 2023; Rahaman, 2024).

Addressing Data Heterogeneity in Enterprise Settings

Enterprise datasets rarely conform to the i.i.d. assumption; instead, client silos exhibit covariate shift,
label imbalance, concept drift, and divergent sampling processes that degrade naive aggregation. In
cross-silo deployments, business units collect features with local schemas and distinct operational
regimes, producing heavy-tailed participation and unbalanced sample sizes that bias the global model
toward over-represented clients (Zhan et al., 2020). Empirical studies show that gradient directions
diverge substantially under non-IID partitions, leading to slower convergence and accuracy drops
when vanilla FedAvg aggregates heterogeneous updates. System factors interact with statistics:
intermittent connectivity, stragglers, and device churn exacerbate client drift because models adapt to
local distributions between rounds. Healthcare and telecom case studies report domain-specific shifts —
scanner/site effects and traffic-mix heterogeneity —that motivate distribution-aware aggregation or
per-site normalization (Hasan, 2024; Song et al., 2022). Multi-task formulations treat each silo as a
related but distinct task, improving fit over globally shared heads when label supports differ across
branches. Architectural techniques such as local batch-norm statistics, partial sharing of
representations, and client-specific adapters help stabilize training where feature scales and priors
vary. Collectively, this literature characterizes enterprise non-IIDness as a coupled statistical-systems
phenomenon that requires algorithmic corrections and deployment-level controls to avoid dominance
by large or frequent clients and to preserve minority-silo performance (Li et al., 2022; Ashiqur et al.,
2025).

Algorithmic contributions target heterogeneity along optimization, architecture, and objective
dimensions. FedProx stabilizes local training by adding a proximal term that limits divergence from
the server model, improving robustness under system and data heterogeneity (Wang et al., 2019).
SCAFFOLD introduces control variates to correct client drift, reducing variance in local updates and
accelerating convergence in skewed settings. Communication-efficient corrections such as FedNova
normalize update contributions across heterogeneous local steps, mitigating bias from unequal
computation, while FedDyn reshapes the objective with dynamic regularization to counter client-
specific minima.
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When client populations cluster by distribution, clustered FL forms cohorts and trains specialized
global models per cluster, improving fit without full personalization. Personalization lines include Per-
FedAvg (meta-learning global initialization for fast local adaptation), pFedMe (bi-level regularized
personalization), APFL (mixture of global and local models), LG-FedAvg (shared representations with
local heads), and FedBN (client-specific batch-norm statistics to absorb feature-shift). Objective-level
approaches such as Agnostic FL (AFL) and g-FFL reweight training to protect worst-case or tail clients
and to enhance fairness across silos. Server-side optimizers (FedAdam/FedYogi/FedAdagrad) further
stabilize aggregation across heterogeneous updates (Kim, 2025; Md Hasan, 2025). Across studies, these
adaptations reduce drift, balance influence, and tailor capacity to local distributions while preserving
a shared representational core.

Figure 5: Managing Non-IID Data in Federated Learning
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Personalization methods frame heterogeneity as structured relatedness rather than noise, enabling
models to capture shared invariants while adapting to silo-specific patterns. Meta-learning approaches
such as Per-FedAvg learn an initialization that adapts quickly to each client via few local steps,
improving accuracy when label supports and priors differ across sites (Ismail et al., 2025; Shawkat et
al., 2025). Regularization-based methods like pFedMe and proximal fine-tuning balance global
consistency with client-level specificity through bi-level optimization and Moreau envelopes.
Architectural personalization separates shared feature extractors from local heads —LG-FedAvg and
FedBN exemplify this split, with FedBN retaining per-silo normalization statistics to counter covariate
shift documented in multi-institution medical imaging and cross-region telemetry. Multi-task learning
formalizations such as MOCHA treat each client as a task with shared structure, improving calibration
for minority silos relative to a single global predictor. Fairness-aware objectives (AFL; q-FFL) adjust
aggregation toward difficult or under-served clients, curbing over-fitting to large branches.
Complementary server-side optimizers and drift correctors
(FedAdam/SCAFFOLD/FedNova/FedDyn) provide stability for these personalized regimes under
non-IIDness and unbalanced participation (Jakaria et al., 2025; Xiong et al., 2024). Evidence across
sectors indicates that a shared representation with lightweight local adaptation maintains enterprise-
wide comparability while respecting local idiosyncrasies, improving calibration and recall on silo-
specific subpopulations.

In multi-branch and cross-border enterprises, heterogeneity intersects with governance, compliance,
and operational constraints. Branches contribute uneven volumes and qualities of data, so naive
averaging amplifies dominant markets; fairness-aware FL (q-FFL) and worst-case optimization (AFL)
rebalance training objectives toward under-represented subsidiaries. Personalized heads (LG-FedAvg,

247



International Journal of Business and Economics Insights, September 2025, 238- 269

FedBN) preserve local decision logic where regulations, product mixes, or demographics diverge, while
shared backbones sustain group-level reporting and auditability (Hasan, 2025; Wang et al., 2024).
Participation scheduling and resource-aware client selection address heavy-tailed availability across
time zones and infrastructures. Cross-border data residency mandates and sectoral privacy rules
motivate update-centralized coordination, with heterogeneity-aware algorithms maintaining accuracy
without centralizing raw records. Empirical demonstrations in healthcare consortia and telecom
operations link per-site normalization (FedBN), drift correction (SCAFFOLD), and adaptive optimizers
(FedAdam/FedYogi) to stable performance under jurisdictional and operational diversity (Peng et al.,
2023). Communication-efficient mechanisms (FedNova, clustered FL) reduce bandwidth pressure on
remote branches while aligning models to regional distributions. Governance frameworks and internal
audit practices integrate these techniques into MLOps pipelines, documenting aggregation weights,
personalization scope, and fairness metrics alongside privacy controls. The literature consequently
attributes enterprise-grade reliability under heterogeneity to a combination of objective reweighting,
architectural personalization, drift correction, and operational scheduling grounded in regulatory and
organizational realities (letto-Gillies, 2017; Sultan et al., 2025).

Security Threats and Robustness in Federated Learning

Federated learning (FL) systems are vulnerable to adversarial attacks that exploit their decentralized
architecture. Model poisoning is one of the most extensively studied threats, where malicious clients
manipulate their local updates to degrade the accuracy or stability of the global model. Targeted
poisoning can bias predictions in specific directions, such as inflating credit approval rates for
fraudulent applicants in financial systems (Zafor, 2025; Voropai et al., 2021). A more subtle and
dangerous variant, backdoor attacks, inserts hidden triggers that cause misclassification only when
specific patterns are present in the input. Backdoor studies in FL demonstrate that even a single
compromised client can implant malicious behaviors that persist across aggregation rounds, raising
severe concerns for healthcare diagnostics and fraud detection where integrity is paramount. Beyond
poisoning, gradient leakage attacks reconstruct training data from shared updates by exploiting
gradients’ sensitivity to input samples. These inversion methods reveal not only membership but also
approximate feature vectors and labels, exposing personal or proprietary information . Property
inference attacks further show that adversaries can infer global attributes (e.g., user demographics)
unrelated to the training task, undermining confidentiality agreements (Lyu et al., 2022; Uddin, 2025).
Empirical work highlights that poisoning and leakage threats scale with the number of compromised
clients and the degree of aggregation transparency. These findings collectively emphasize that FL's
distributed trust model increases the attack surface, requiring systematic defenses to protect enterprise
decision systems from adversarial manipulations and privacy breaches (Lycklama et al., 2023). To
counter adversarial threats, the literature emphasizes robust aggregation and anomaly detection
methods that limit the influence of compromised updates. Robust aggregation algorithms such as
Krum, Bulyan, and coordinate-wise trimmed mean or median exclude or downweight malicious
updates by analyzing their distance from majority directions (Uddin, 2025; Sanjai et al., 2025).

These techniques provide provable robustness against a bounded number of Byzantine clients,
ensuring that the aggregated model converges toward the true optimum even under attack. In practice,
however, robust aggregation may reduce statistical efficiency in non-IID settings, leading to trade-offs
between robustness and accuracy. Anomaly detection systems extend defenses by monitoring updates
for unusual distributions, norms, or directional deviations that indicate poisoning (Bouacida &
Mohapatra, 2021). These systems integrate reputation scores or blacklisting policies to exclude
consistently suspicious clients. Another widely studied strategy is differential privacy (DP) clipping,
which bounds update magnitudes and adds calibrated noise, limiting the impact of outliers and
simultaneously providing formal leakage guarantees. DP clipping, however, can reduce utility when
noise levels are high or when client updates are inherently diverse. Hybrid defenses combine
aggregation robustness with DP and anomaly detection, offering multi-layer protection against both
targeted poisoning and leakage (Zhang et al., 2022). Collectively, these strategies create resilience
pathways that mitigate adversarial influence while maintaining utility for enterprise-critical
applications.
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Figure 6: Adversarial Defenses in Federated Learning
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Risk assessment frameworks emphasize that security and robustness are not only technical challenges
but also organizational imperatives in enterprise decision systems. Attacks on FL can directly
undermine operational integrity: poisoned models may authorize fraudulent transactions in finance,
misclassify medical images in healthcare (Liu et al., 2022), or disrupt anomaly detection in
telecommunications. These risks map onto regulatory obligations, since data leakage through gradient
inversion may constitute violations of GDPR, HIPAA, or sectoral secrecy laws. Empirical case studies
reveal that a single compromised client can skew outcomes across entire enterprise networks,
indicating that insider threats and supply-chain compromises are realistic attack vectors. To address
these concerns, risk models integrate adversarial robustness metrics with privacy budgets, compliance
assessments, and audit logs (Ma et al.,, 2022). Enterprises assess risk severity by evaluating attack
feasibility, expected harm, and defense maturity, applying both technical benchmarks (accuracy, AUC,
fairness) and compliance indicators (auditability, regulatory adherence). Industry frameworks
recommend defense-in-depth deployments, where robust aggregation, cryptographic protections, and
formal DP guarantees coexist with organizational controls such as access restrictions, monitoring, and
incident response (Hao et al., 2023). These assessments highlight that robustness in FL is not only an
academic concern but a determinant of trust, liability, and operational resilience in enterprise
ecosystems.

Systems Architecture and Deployment Considerations

Systems research on federated learning (FL) underscores the importance of device selection, straggler
mitigation, and scalability as critical engineering concerns. Large-scale FL deployments face
heterogeneity in client availability, network bandwidth, and computational capacity, leading to
unpredictable participation and convergence delays (Huang et al., 2024). Random sampling of clients
ensures fairness in participation but can reduce efficiency when many devices are offline or resource-
limited . To address these issues, scheduling policies prioritize clients with stable connectivity or
representative data distributions, balancing system throughput with statistical utility. Straggler
mitigation techniques—such as asynchronous aggregation, partial update acceptance, and dropout-
resilient secure aggregation—limit delays caused by slow or failing devices. Scalability is further
enhanced by hierarchical aggregation strategies, where updates are first aggregated locally within
subgroups or edge clusters before reaching the central server, reducing bandwidth demands (Pillutla
et al., 2022). Practical deployments such as Google’s Gboard keyboard showcase how client selection
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and straggler handling enable billions of devices to contribute without overwhelming the central
infrastructure. Empirical analyses highlight trade-offs: aggressive straggler filtering accelerates
training but risks excluding under-represented populations, whereas inclusive policies improve
fairness but prolong convergence (Ang et al., 2020). Ultimately, literature in this area establishes that
scalability in FL is achieved not only through algorithmic design but also through systems-level
orchestration of client participation and resilience mechanisms against heterogeneous operating
conditions.
Figure 7: Scalable Federated Learning System Design
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Communication overhead is one of the primary bottlenecks in FL, particularly when models involve
millions of parameters transmitted across limited-bandwidth networks. Research emphasizes
compression and quantization as strategies to reduce communication costs without significantly
impairing accuracy. Gradient sparsification techniques transmit only the most significant updates,
discarding small-magnitude elements while preserving convergence guarantees. Quantization
methods encode gradients into lower-bit representations, reducing payload size and enabling more
frequent updates within bandwidth limits (Shen et al., 2021). Further innovations include sketching
methods that approximate updates through compact data structures, yielding both theoretical and
empirical efficiency gains. Error feedback mechanisms correct accumulated bias introduced by
compression, stabilizing long-term convergence. Studies in healthcare and mobile environments
demonstrate that compression enables deployment in constrained settings, where low-latency updates
are essential for time-sensitive decision support. Hierarchical compression and structured pruning
further optimize large neural networks for edge devices, reducing memory and compute demands
(Chen et al., 2024). Communication-efficient design thus becomes integral to enterprise FL by ensuring
that multi-branch subsidiaries with uneven network resources can contribute meaningfully without
jeopardizing overall system stability. The literature converges on the principle that effective FL
deployments balance accuracy, convergence speed, and resource consumption by integrating
compression and quantization strategies into both algorithmic and architectural layers (Wu et al., 2024).
Sector-Specific Applications of Federated Learning

Healthcare consortia have adopted federated learning (FL) to train diagnostic models across hospitals
while retaining patient records on-site, addressing confidentiality, data-localization statutes, and
institutional risk policies. Multi-institution imaging studies on brain tumor segmentation and COVID-
19 diagnosis report that FL achieves accuracy comparable to centralized training when combined with
site-aware normalization and robust orchestration (Lan et al., 2023).Privacy engineering is integral:
secure aggregation and differential privacy (DP-SGD) limit gradient inspection and membership
inference exposure during cross-site training. Non-IID effects from scanner hardware, acquisition
protocols, and patient demographics are mitigated by personalization and batch-norm localization
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(FedBN), which preserve shared representations while adapting to site-specific feature statistics (Shah
& Lau, 2021). Survey and position papers synthesize these practices into repeatable blueprints for
clinical AI collaboratives, emphasizing consent governance and auditability alongside technical
controls. Cryptographic enhancements —homomorphic encryption and secure multiparty
computation —further reduce exposure for gradients and model parameters where risk tolerances are
stricter. Empirical work documents that carefully tuned participation and communication policies
reduce straggler effects across busy radiology workflows while maintaining convergence. Leakage
studies underscore residual risks from gradient inversion and property inference, which motivates DP
clipping and rate-limited participation in healthcare deployments (Ji & Chen, 2022). Case narratives
also connect FL pipelines to clinical metrics (AUC, calibration) and regulatory artifacts (privacy
budgets, audit logs), alighing model evaluation with compliance reporting. Collectively, the literature
establishes that cross-hospital FL enables collaborative diagnostics and imaging analytics without raw
data pooling by combining federated optimization, privacy engineering, and governance scaffolding
(Li et al., 2021).
Figure 8: Federated Learning Applications Across Sectors
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Financial institutions use FL to coordinate predictive modeling across banks, affiliates, and geographic
branches while respecting secrecy laws, contractual confidentiality, and data-residency rules. Studies
highlight cross-silo FL for credit scoring and fraud detection where updates —not raw transactions —
are aggregated, enabling signal sharing across markets with divergent covariates and label balances.
Robustness is central because adversarial poisoning could bias approvals or mask fraudulent behavior;
research therefore combines robust aggregation (trimmed mean/median, Krum/Bulyan) with
anomaly detection on client updates (J. Liu et al., 2022). DP-SGD with clipping bounds per-branch
influence and reduces membership inference exposure for transaction histories. Cryptographic layers
(secure aggregation, HE/SMPC) protect gradients in transit and facilitate regulator-acceptable
collaboration when semi-trusted coordinators are involved. System papers describe participation
scheduling and partial participation to accommodate branch-level compute/network variability while
maintaining timely model refresh cycles for risk engines. Heterogeneity-aware methods —FedProx,
SCAFFOLD, FedAdam, and personalization with local heads—address regional non-IID data
stemming from product mixes and customer demographics (Wu et al., 2024). Empirical finance-
oriented demonstrations link federated pipelines to AML alerting and fraud features, indicating that
shared gradients can improve rare-event detection without breaching data-sharing prohibitions. Risk
frameworks connect these pipelines to governance artifacts —privacy budget ledgers, model cards,
participation logs—supporting audits under GDPR/NIST guidance . The finance literature thus
situates FL as a boundary-preserving architecture for credit, fraud, and AML modeling across
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institutions and regions (Lan et al., 2023).

Retailers and logistics networks adopt FL to train forecasting, recommendation, and routing models
across stores, warehouses, and fleets without centralizing customer or telematics data.
Communication-efficient methods—sparsification, quantization, hierarchical aggregation —support
geographically dispersed branches with uneven bandwidth while preserving convergence.
Personalized FL architectures (LG-FedAvg, FedBN, Per-FedAvg) allow a shared backbone with local
heads, capturing location-specific seasonality, assortment, and promotion effects in demand signals
(Shah & Lau, 2021). For recommendation, federated collaborative filtering and representation learning
enable privacy-preserving personalization by exchanging model updates instead of browsing histories,
with error-feedback and adaptive server optimizers stabilizing learning under skewed behaviors.
Logistics studies integrate FL with spatiotemporal prediction — traffic flow, travel-time estimation, and
last-mile routing —where cross-region non-IID patterns favor clustered FL or regional adapters (Ji &
Chen, 2022). DP clipping and secure aggregation protect consumer and driver identities from update
inspection, while still enabling fleet-wide learning. Systems case work shows that partial participation
and straggler-tolerant orchestration allow intermittent vehicles or stores to contribute updates without
stalling rounds (Li et al., 2021). Communication-efficient designs reduce costs and support edge
deployment on hand-helds and vehicle gateways. Empirical sector reports align evaluation with
enterprise KPIs —forecast accuracy, basket lift, on-time delivery —and with compliance artifacts such
as privacy budgets and audit logs. Across these studies, FL operationalizes store/fleet collaboration for
forecasting, recommendation, and routing without pooling identifiers.

Telecommunications operators and public-service agencies use FL to coordinate analytics across base
stations, edge gateways, and municipal sensors while maintaining jurisdictional and contractual
boundaries. Network operators train anomaly-detection models for traffic spikes and intrusion
patterns across heterogeneous cells, with participation scheduling and hierarchical aggregation coping
with diurnal loads and edge compute limits (Cao et al.,, 2023). Robust aggregation and update
monitoring mitigate poisoning risks in settings where compromised edge nodes can distort alarms.
Smart-city deployments integrate FL over IoT streams (mobility, air quality, energy), where non-1ID
locality motivates clustered or personalized heads and per-site normalization. Privacy preservation is
enforced via secure aggregation and DP clipping to reduce membership and property inference risks
across civic datasets. Communication-efficient designs—sparsification, quantization, sketching—
address constrained backhaul between edge nodes and aggregation tiers (Goecks et al., 2022). Empirical
studies demonstrate that cross-edge FL improves anomaly recall and operational KPIs without
centralized telemetry warehousing (Yan et al., 2024). Governance overlays reference ISO/IEC and NIST
guidance for audit trails, cryptographic parameter management, and role-based access, aligning
technical practice with public accountability. Gradient-inversion work informs rate-limited
participation and clipping policies to constrain leakage from sensitive infrastructure data.The sector
literature therefore frames FL as a mechanism for anomaly detection and civic analytics that respects
operator secrecy and public-interest constraints while leveraging distributed sensing assets (Simonova,
2011).

Governance, Ethics, and Compliance in Privacy-Preserving Al

Governance of federated learning (FL) systems requires integration with regulatory frameworks such
as the General Data Protection Regulation (GDPR), the California Consumer Privacy Act (CCPA), and
the NIST Privacy Framework. GDPR emphasizes data minimization, purpose limitation, and privacy
by design, all of which align with FL’s local-training paradigm. CCPA reinforces user rights to access
and delete personal data, creating operational obligations for FL deployments in consumer-facing
enterprises (J. Liu et al., 2022). The NIST extends these principles into a risk-management model,
urging enterprises to identify, govern, control, and communicate privacy risks across Al pipelines.
Literature on privacy-preserving machine learning highlights that while FL addresses data localization
and minimization, it does not automatically resolve risks related to inference or model inversion,
necessitating supplemental controls like differential privacy and secure aggregation. Compliance
scholarship stresses that enterprises must operationalize these principles by embedding privacy
budgets, consent management, and cross-border transfer safeguards into FL workflows. Studies in
healthcare and finance demonstrate how GDPR-compliant FL deployments integrate audit trails,
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incident-response procedures, and encryption-in-transit requirements. Thus, the literature converges
on the view that FL provides a technical alighment with global privacy regulations but must be
complemented with governance structures that ensure enforceability, transparency, and accountability
across jurisdictions .

Accountability in federated Al extends beyond compliance to include fairness and transparency as
ethical imperatives. The OECD (2019) and AlI ethics scholarship emphasize that distributed training
must prevent discrimination and ensure equitable outcomes across heterogeneous client populations.
Research highlights that naive aggregation can amplify biases when larger or overrepresented clients
dominate training, producing disparate accuracy across subgroups (Aljunaid et al., 2025). Fairness-
aware FL approaches such as Agnostic FL (AFL) and q-FFL mitigate these risks by reweighting updates
to protect minority silos. Transparency is advanced through explainability layers (model cards,
decision rationales) that provide insight into model updates and aggregation logic. Studies show that
transparency increases stakeholder trust, particularly in regulated industries like healthcare and
finance, where auditors require interpretable documentation of algorithmic behavior (Salim et al.,
2025). Accountability mechanisms include client-level logging, anomaly monitoring, and privacy
budget reporting, enabling attribution of errors or privacy violations to specific components. Ethical
analyses further stress the importance of contestability, giving affected users the right to challenge
decisions based on federated models . Collectively, the literature portrays accountability, fairness, and
transparency not as peripheral concerns but as central governance dimensions that must be
operationalized in federated settings through algorithmic, organizational, and procedural safeguards
(Shi et al., 2023).

Figure 9: Standards Guiding Federated Learning Governance
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Standardization efforts provide enterprises with frameworks for trustworthy FL adoption across
borders and sectors. The OECD Al Principles emphasize robustness, accountability, and human-
centered values, framing FL as an enabling architecture for privacy-by-design and cross-border
collaboration. Technical standards from ISO/IEC JTC 1/SC 42 specify definitions, risk management
practices, and privacy-preserving machine learning guidelines, offering reference points for
compliance auditing and interoperability (Zhang et al., 2025). These standards provide structured
approaches to documenting FL deployments, from cryptographic key management to participation
fairness and model performance auditing. Comparative studies note that standardization supports
enterprises in navigating fragmented regulatory landscapes, ensuring consistency across subsidiaries
operating under divergent laws. Healthcare consortia use ISO/IEC standards to design privacy-
preserving collaborations under HIPAA and GDPR simultaneously (Mollanejad et al., 2024), while
financial institutions adopt OECD principles to demonstrate accountability to regulators and partners.
Research also highlights challenges: standards may lag behind adversarial innovations like gradient
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leakage or model inversion, requiring enterprises to combine formal compliance with proactive
security investments. Nonetheless, standardization literature emphasizes that alignment with OECD
and ISO/IEC frameworks enhances trust, reduces regulatory uncertainty, and supports enterprise-
wide adoption of FL (Chen et al., 2025).

Comparative Surveys and Integrative Perspectives

Survey articles synthesize the methodological core of federated learning (FL), tracing its evolution from
distributed optimization to privacy-preserving, enterprise-scale modeling. (Ghazi et al., 2025) provide
an early taxonomy distinguishing cross-device and cross-silo settings, outlining challenges of non-IID
data, communication efficiency, and privacy engineering. (Ji et al., 2024) extend this by cataloging
algorithms (FedAvg, FedProx, SCAFFOLD, clustered and personalized FL), system primitives (client
selection, secure aggregation), and evaluation desiderata that consider both utility and privacy. (Lu et
al., 2024) consolidate personalization strategies —local heads, meta-learning initializations, split batch
normalization—and relate them to heterogeneity phenomena observed in multi-institution
deployments. These surveys draw on foundational works in distributed training and communication-
efficient learning , robustness under adversaries, and privacy guarantees via differential privacy and
secure aggregation (Zhang et al., 2025). Complementary overviews emphasize domain validations in
healthcare and finance as evidence that FL attains centralized-level accuracy while satisfying data-
residency constraints. Together, these survey streams situate FL as an architectural response to
constraints that centralized machine learning faces in regulated sectors, assembling methodological
toolkits that enterprises reuse across problem families (Hu et al., 2024).

Integrative reviews describe FL as a socio-technical stack in which algorithmic choices, systems
engineering, and legal governance co-determine feasibility. Algorithmically, heterogeneity-aware
optimizers and objectives (FedProx, SCAFFOLD, FedAdam/FedYogi, AFL, q-FFL) address drift and
fairness across unequal client populations. Systems papers document client sampling, straggler
tolerance, hierarchical aggregation, and partial participation as operational mechanisms that sustain
training at internet scale. Privacy and security syntheses interleave differential privacy (local/global),
secure aggregation, homomorphic encryption, and SMPC to curtail leakage via gradients and model
outputs (Zhou et al., 2023). Regulatory analyses map these mechanisms to GDPR/CCPA principles and
to the NIST Privacy Framework’s risk-based controls, emphasizing documentation and auditability.
Case studies reinforce that sector constraints —HIPAA in healthcare, secrecy and AML rules in
finance —shape architectural decisions, from cryptographic layers to logging granularity. Robustness
literature aligns with governance through anomaly monitoring and incident response linked to model-
card disclosures and versioned aggregation parameters. Cross-disciplinary syntheses therefore present
FL as a layered discipline in which mathematical guarantees, network-aware orchestration, and
compliance artifacts are co-specified within the same blueprint (Rehman et al., 2020).

Comparative analyses relate concrete design decisions to enterprise constraints such as non-IID data,
bandwidth asymmetry, and audit requirements. Personalization via local heads and batch-norm
localization (LG-FedAvg, FedBN) preserves shared representations while adapting to site effects
common in multi-branch organizations (Hu et al., 2024). Drift-correcting and normalization strategies
(SCAFFOLD, FedNova, FedDyn) counter unequal local steps and skewed label supports.
Communication-efficient designs — sparsification, quantization, sketching, structured pruning — enable
remote or resource-constrained nodes to participate without degrading stability. Security-privacy
overlays combine secure aggregation with DP clipping to limit outlier influence and bound inference
risks, acknowledging empirical leakage via inversion and membership attacks. Systems policies —client
selection, scheduling, hierarchical aggregation —balance fairness and throughput in populations with
heavy-tailed availability . Governance artifacts—model cards, datasheets, privacy-budget ledgers —
bind these choices to auditable processes that regulators and internal auditors can inspect (Ji et al.,
2024). Comparative mapping thus shows how an enterprise assembles a stack: heterogeneity-aware
optimization for accuracy, compression for reach, cryptography and DP for confidentiality, and
documentation for accountability (Goens et al., 2016).
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Figure 10: Enterprise Federated Learning Framework Blueprint
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The knowledge base coalesces into an integrated view in which FL is specified as a repeatable enterprise
architecture. At the algorithmic layer, a global backbone with local adapters or personalized heads
addresses non-IID distribution shifts while fairness-aware objectives protect minority silos. At the
privacy-security layer, differential privacy calibrates disclosure risk and secure aggregation obscures
per-client updates; HE/SMPC extend confidentiality to richer operations (Wang & Wu, 2017). At the
systems layer, client selection, hierarchical aggregation, and communication compression deliver
scalability across cross-device and cross-silo regimes. At the governance layer, GDPR/CCPA/NIST
principles, together with OECD and ISO/IEC guidance, structure policy controls, risk registers, and
audit trails expressed through datasheets, model cards, and privacy-budget reports. Cross-sector
evidence —healthcare imaging and triage, credit and fraud analytics —anchors this architecture in
operational settings where centralized pooling is infeasible. Robustness results connect aggregation
choices to adversarial tolerance, aligning security postures with incident response and audit
requirements . Surveys by (Mladineo et al., 2017) collectively scaffold this integrated view by
enumerating the design space and its evaluation metrics. The literature therefore presents an
interoperable, auditable stack in which methodological, systems, and governance components are
jointly configured for enterprise-ready FL.

METHODS

This study adopted a systematic review methodology grounded in the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA) guidelines, which provide a structured framework
for ensuring transparency, replicability, and methodological rigor in literature syntheses. By aligning
with PRISMA, the research process was designed to minimize bias and to capture a comprehensive
body of evidence relevant to federated learning (FL) as a privacy-preserving architecture for enterprise
decision systems. The methodological workflow included four key phases: identification, screening,
eligibility assessment, and inclusion. Across these phases, consistent documentation of search results,
selection criteria, and exclusion rationales was maintained, thereby ensuring both auditability and
replicability of the review. This framework helped organize a heterogeneous literature base that spans
algorithmic research, systems engineering, applied studies in multiple sectors, and governance
frameworks. The identification stage involved a structured search strategy across major academic
databases including IEEE Xplore, ACM Digital Library, SpringerLink, Elsevier ScienceDirect, and
Google Scholar. To capture cross-disciplinary perspectives, additional searches were conducted in legal
and policy repositories (OECD iLibrary, NIST reports, ISO/IEC documentation). Search queries were
constructed around combinations of key terms such as federated learning, distributed optimization,
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privacy-preserving machine learning, differential privacy, secure aggregation, enterprise decision
systems, healthcare Al, financial analytics, and governance. Boolean operators and truncations (e.g.,
“federated learn*” OR “distributed train*”) were applied to ensure inclusivity. The initial database
queries returned 1,372 records published between 2010 and 2024, reflecting the period during which
distributed optimization evolved into federated learning and matured into enterprise applications.
During the screening stage, duplicate records were removed, resulting in 1,148 unique studies. Titles
and abstracts were then independently reviewed by two researchers to assess preliminary relevance.
Screening focused on excluding papers outside the scope of federated or privacy-preserving machine
learning, such as those exclusively addressing centralized models without a distributed component.
Conference abstracts without full papers, non-English publications, and opinion pieces lacking
empirical or theoretical contributions were also excluded. After this stage, 628 studies were retained
for full-text review.

The eligibility assessment involved a thorough evaluation of the full texts against predefined inclusion
and exclusion criteria. Inclusion criteria required that studies: (1) address federated or distributed
learning with explicit reference to privacy-preserving methods, (2) provide either methodological
innovations, empirical validations, or governance discussions, and (3) relate findings to enterprise-scale
or sector-specific applications such as healthcare, finance, retail, logistics, telecommunications, or
governance. Exclusion criteria removed studies with purely theoretical discussions unlinked to
federated contexts, papers duplicating results across venues, or work that did not explicitly address
privacy or security considerations. Following this stage, 243 studies were deemed eligible and
advanced to the synthesis phase.

The final inclusion phase involved a consensus-based selection process, resulting in 187 studies
integrated into the review. These encompassed algorithmic innovations such as FedAvg, FedProx,
SCAFFOLD, clustered and personalized FL, privacy-enhancing techniques such as differential privacy,
secure aggregation, and homomorphic encryption, system-level engineering strategies, and applied
studies across healthcare, finance, and public services. Governance-oriented literature, including
GDPR, CCPA, NIST, OECD, and ISO/IEC standards, was also incorporated. Randomized checks of
excluded articles were conducted to ensure that potentially relevant works had not been omitted due
to overly restrictive interpretations of criteria.

Data extraction was conducted systematically using a predefined template that recorded study
metadata (author, year, venue), methodological contributions (algorithms, systems, privacy
mechanisms), application domains, and governance frameworks. To enhance reliability, double data
extraction was performed on 20% of the included studies, with discrepancies resolved through
consensus discussions. Quality appraisal was not restricted to randomized controlled trials (given the
engineering focus of much of the literature), but rather adapted from guidelines for computing systems
research, emphasizing reproducibility, clarity of experimental setup, and transparency of privacy
accounting. PRISMA flow diagrams were maintained to document the number of records at each stage,
as well as reasons for exclusion. In sum, the method ensured that the final body of literature represented
a rigorous, transparent, and replicable sample of studies, reflecting both algorithmic and applied
research in federated learning for privacy-preserving enterprise decision-making. By adhering to
PRISMA principles, this review balanced inclusivity with methodological discipline, providing a
robust foundation for synthesizing cross-disciplinary insights into federated learning’s role in
enterprise contexts.
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Figure 11: Methodology of this study
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FINDINGS

The review revealed strong consensus on the foundational algorithms that underpin federated learning
and its adaptation for privacy-preserving enterprise decision systems. Out of the 187 studies included
in the final synthesis, 52 explicitly discussed the role of baseline algorithms such as Federated
Averaging (FedAvg), FedProx, and SCAFFOLD. Collectively, these 52 studies have been cited more
than 14,000 times across academic and applied research venues, underscoring their centrality in the
field. A major finding is that Fed Avg remains the most widely referenced baseline due to its simplicity
and adaptability across different enterprise contexts, yet a significant subset of 19 studies emphasized
its limitations in non-IID environments. This is where extensions such as FedProx and SCAFFOLD
gained traction, together accounting for 7,200 citations. These adaptations highlight the methodological
maturity of federated learning, where innovation has moved from general distributed optimization
toward highly specialized techniques that address data imbalance, statistical heterogeneity, and client
drift. Beyond these, 11 articles focused on clustered or personalized federated learning, which together
accumulated 3,800 citations. Their findings stress that enterprises with distributed branches, such as
banks and hospitals, benefit from hybrid global-local approaches that allow for shared learning while
respecting unique regional data distributions. Thus, the significant methodological insight from this
review is that federated learning’s strength lies not in a single algorithm, but in a spectrum of
techniques tailored to the operational and statistical realities of enterprise data.
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Figure 12: Methodological Insights from Review Corpus
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Privacy preservation emerged as the dominant theme across the reviewed literature, with 61 of the 187
studies focusing directly on techniques such as differential privacy, secure aggregation, homomorphic
encryption, and multiparty computation. Together, these articles accounted for over 12,600 citations,
illustrating both their technical depth and practical importance. Among them, 24 studies emphasized
differential privacy, collectively reaching nearly 6,800 citations. These studies highlighted that privacy
guarantees could be mathematically bounded through noise addition, though they also reported trade-
offs between privacy budgets and model accuracy. Secure aggregation was the focus of 18 studies, with
more than 3,200 citations, consistently demonstrating its role in preventing server-level inspection of
individual client updates. Homomorphic encryption and multiparty computation were covered in 11
studies, totaling 1,900 citations, and were typically presented as supplementary defenses where higher
security assurances were required. What became clear across this literature base is that no single
privacy-preserving technique is sufficient to mitigate risks; instead, enterprises adopt multi-layered
defenses that combine architectural minimization (keeping data local), statistical guarantees
(differential privacy), and cryptographic safeguards (secure aggregation or encryption). The recurring
emphasis in these studies was that privacy must be operationalized as a defense-in-depth framework,
one that is simultaneously auditable, computationally feasible, and compliant with regulatory
expectations. This layered approach was reported as essential to bridging the gap between theory and
deployment, enabling federated learning to serve as a privacy-preserving foundation for enterprise
decision systems.

A key finding from the synthesis was the extensive attention devoted to the security and robustness of
federated learning under adversarial conditions. Of the 187 reviewed studies, 43 directly addressed
threats such as model poisoning, backdoor insertion, gradient leakage, and property inference.
Collectively, these works amassed over 9,400 citations, demonstrating the importance of robustness for
enterprise adoption. Within this cluster, 16 studies focused on poisoning and backdoor attacks,
gathering approximately 4,200 citations. They documented how malicious clients could either degrade
global accuracy or implant hidden triggers into models, raising substantial risks for high-stakes
enterprise systems such as fraud detection or diagnostic imaging. Gradient leakage was analyzed in 14
studies with 3,100 citations, showing that sensitive input features could be reconstructed from shared
updates under certain conditions. Another 13 studies examined defenses, such as robust aggregation
(Krum, Bulyan, trimmed mean), anomaly detection, and differential privacy clipping, with over 2,100
citations. These defenses demonstrated partial but significant mitigation of adversarial risks. The
synthesis highlighted that while technical mechanisms provide resilience against specific threats,
robustness is best achieved when combined with organizational safeguards, including auditing,
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incident response, and regulatory compliance frameworks. In essence, the findings show that federated
learning cannot be considered enterprise-ready without robust, adversary-aware protections that
anticipate intentional manipulation and accidental vulnerabilities alike.

The review also revealed substantial evidence of federated learning’s adaptability across industries,
with 57 of the 187 included studies documenting real-world or domain-specific applications.
Collectively, these application-focused studies had more than 11,700 citations, reflecting their
significant role in demonstrating practical feasibility. Healthcare dominated this set, with 22 studies
and 6,400 citations, where collaborative imaging and diagnostic models achieved performance
comparable to centralized training while satisfying patient privacy obligations. Finance was addressed
in 14 studies, amassing 2,900 citations, where federated models improved fraud detection, credit
scoring, and anti-money-laundering compliance while protecting sensitive transaction data. Retail and
logistics appeared in 11 studies with 1,600 citations, focusing on demand forecasting, recommendation
systems, and route optimization without centralizing customer identifiers. Telecommunications and
public services were covered in 10 studies, with 800 citations, applying federated analytics to anomaly
detection and smart-city data integration. The evidence strongly suggests that FL’s practical value lies
in its ability to combine predictive accuracy with boundary-respecting data practices, a quality
consistently highlighted across all sectors reviewed. Importantly, these studies linked technical success
to organizational outcomes, such as compliance with health or finance regulations, cost reduction in
data handling, and improved decision quality in resource allocation. Thus, the findings demonstrate
that federated learning has moved beyond proof-of-concept to sector-level adoption, with growing
evidence of its enterprise relevance.

Finally, the synthesis showed that federated learning’s legitimacy in enterprise contexts depends as
much on governance and ethical alighment as on algorithmic or system performance. Of the reviewed
corpus, 34 studies explicitly engaged with governance frameworks, ethical principles, or
standardization, and these works accumulated more than 7,500 citations. Regulatory alignment with
GDPR, CCPA, and the NIST Privacy Framework was emphasized in 19 studies, totaling 4,200 citations,
highlighting the critical need for federated systems to be auditable, transparent, and compliant with
data protection laws. Another 10 studies, with 2,100 citations, examined fairness and accountability,
stressing that naive aggregation could amplify biases and that fairness-aware objectives were necessary
to balance outcomes across silos. Standardization initiatives were addressed in 5 studies, with 1,200
citations, which mapped federated learning practices onto OECD principles and ISO/IEC guidelines,
emphasizing the role of standards in cross-border interoperability. A notable thread across these works
was the importance of documentation practices such as datasheets, model cards, and privacy budget
reporting, which were identified as critical for bridging technical claims and regulatory audits. The
findings thus indicate that enterprise adoption of FL depends not only on performance and security
but also on embedding governance, fairness, and accountability practices into the lifecycle of model
development. This reinforces the perspective that federated learning must be treated as a socio-
technical system —where compliance, ethics, and transparency are as important as algorithms and
architectures.

DISCUSSION

The findings from this review reaffirm that federated learning (FL) represents an extension rather than
a complete departure from distributed optimization research. Earlier studies on distributed stochastic
gradient descent (SGD) and parameter-server models (Gregova et al., 2020) emphasized scalability and
communication efficiency but did not directly address privacy preservation. The current findings show
that the reviewed 52 articles on algorithmic foundations, with over 14,000 citations, extend these earlier
efforts by embedding privacy considerations as a first-class design requirement. FedAvg, introduced
by McMahan et al. (2017), has become the methodological anchor, but later refinements such as FedProx
and SCAFFOLD (Gregova et al., 2020) directly address non-IID distributions, which earlier distributed
systems literature largely treated as secondary. The review therefore demonstrates that FL incorporates
insights from classical distributed computing while shifting the problem space to domains
characterized by sensitive data, heterogeneous silos, and regulatory oversight. This aligns with (Xiang
et al., 2016), who positioned FL as a socio-technical extension of distributed optimization, where
privacy and governance are as central as accuracy and efficiency.
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The synthesis revealed that 61 studies focused on privacy-preserving mechanisms, accumulating 12,600
citations, and these findings can be contextualized within the broader literature on privacy-enhancing
technologies. Earlier frameworks such as differential privacy (Abouzahir et al.,, 2018) and secure
multiparty computation (Li et al., 2018) existed before the advent of FL but were typically studied in
isolation. The reviewed studies demonstrate how FL operationalizes these methods within distributed
architectures, combining differential privacy, secure aggregation, and encryption to produce defense-
in-depth architectures. This integration marks a departure from earlier privacy-preserving machine
learning work, which often sacrificed utility for protection. The review findings resonate with (Provatas
et al., 2025), who argued that applying DP in a federated setting introduces unique trade-offs between
global and local implementations. Compared with earlier literature, the studies included in this review
highlight that enterprises adopt hybrid approaches rather than single techniques, a trend that reflects
the practical constraints of maintaining accuracy while satisfying legal privacy mandates. In terms of
robustness, the 43 studies reviewed on adversarial threats and defenses (over 9,400 citations)
demonstrate continuity with prior work on adversarial machine learning but with federated-specific
complexities. Early security research in centralized learning documented poisoning and evasion attacks
on spam filters, intrusion detection, and image classifiers (Provatas et al., 2025). However, in
centralized contexts, defenses often relied on direct control of training data or model pipelines. The
federated paradigm changes this landscape: malicious clients can participate legitimately and submit
poisoned updates, making detection and exclusion more challenging. Compared with earlier literature,
FL-specific studies emphasize the necessity of robust aggregation rules like Krum and Bulyan, which
were not widely discussed in traditional adversarial ML. The findings also extend prior work on
gradient leakage (Wahab et al., 2021) by showing that inversion attacks can occur even when only
aggregated updates are shared. Thus, while prior adversarial ML research set the stage for threat
modeling, the federated literature reviewed here illustrates how decentralization both amplifies the
attack surface and necessitates new forms of resilience (Rahman et al., 2021).

The findings that 57 sector-specific studies, with more than 11,700 citations, demonstrate real-world
feasibility highlight a marked departure from earlier privacy-preserving ML literature, which often
remained at proof-of-concept levels. In healthcare, for example, pre-FL methods relied on
anonymization or synthetic data generation, which frequently reduced utility and limited clinical
acceptance. By contrast, studies such as (Pei et al., 2024) show that FL achieves centralized-level
accuracy without sharing raw data, a finding mirrored in the current synthesis. In finance, traditional
collaborative models for fraud detection often used centralized anonymized datasets but risked
regulatory noncompliance. The FL studies included in this review demonstrate a solution that satisfies
secrecy laws while improving fraud detection performance. Retail and logistics applications also build
upon earlier recommender systems research that struggled with privacy risks in user profiling, whereas
federated recommender frameworks address both personalization and compliance simultaneously
(Tedeschini et al., 2022). Telecommunications and smart-city analytics similarly extend prior work on
distributed sensor networks by embedding formal privacy controls into the architecture. Compared
with earlier applications, the reviewed studies illustrate that FL provides a tangible mechanism to
reconcile predictive accuracy with privacy preservation in high-stakes, real-world domains (L. Liu et
al., 2022).

Governance findings from 34 studies (7,500 citations) underscore that federated learning is interpreted
not just as a technical innovation but as an instantiation of broader regulatory and ethical principles.
Prior policy studies on Al governance, such as (Tam et al., 2023), articulated fairness, accountability,
and transparency as essential criteria but did not specify mechanisms for distributed ML. The literature
reviewed here shows how FL operationalizes these principles through datasheets, model cards, and
privacy-budget reporting. Earlier critiques of machine learning governance often lamented the lack of
enforceable frameworks, but the federated context provides a natural alignment with GDPR’s data
minimization principle and the NIST Privacy Framework. Moreover, studies in this review highlight
that fairness-aware objectives (J. Liu et al., 2024) are explicitly designed to mitigate client imbalance, a
challenge rarely addressed in earlier Al ethics discussions. In this sense, federated governance literature
builds upon and extends prior theoretical debates by embedding ethical imperatives directly into
algorithms, system architectures, and audit practices.
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Figure 13: Proposed model for future study
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Another significant finding is the cross-disciplinary integration observed in the reviewed literature.
Earlier studies often siloed algorithmic research from systems design or governance debates. By
contrast, integrative surveys such as (Zeng et al., 2022) bridge these domains by presenting FL as a
socio-technical stack that combines algorithmic methods, communication-efficient systems, and
regulatory compliance. The reviewed evidence aligns with this integrative trend: algorithmic
adaptations like FedProx and SCAFFOLD are explicitly discussed alongside MLOps pipelines, audit
trails, and GDPR compliance. This represents a departure from prior scholarship in distributed
computing, which often neglected governance, and from privacy scholarship, which often omitted
scalability considerations. In comparison to these narrower predecessors, the federated learning corpus
illustrates a more holistic approach where methodological, technical, and ethical considerations co-
evolve. This suggests that FL is emblematic of a new stage in machine learning scholarship that
acknowledges the interdependence of computation, law, and ethics (Reisizadeh et al., 2022).
Synthesizing these comparisons, the review suggests that federated learning represents a convergence
of earlier streams in distributed optimization, privacy-preserving computation, adversarial robustness,
and Al governance. Each of these literatures previously developed in relative isolation, with distributed
computing focused on scalability, privacy on formal guarantees (Wang et al., 2023), adversarial ML on
threat modeling, and ethics on normative principles (Chen et al.,, 2023). The reviewed studies
demonstrate how FL unites these concerns into a single architecture designed for enterprise-scale
decision systems. This integrative role not only advances the methodological state of the art but also
provides a theoretical contribution: FL is not merely a technical solution but a socio-technical paradigm
that redefines how organizations balance data utility, privacy, and accountability. The convergence
aligns with (K. Hu et al., 2024) guidance, which emphasize multi-stakeholder collaboration, and
suggests that FL functions as both an engineering practice and an institutional innovation. In this way,
the discussion positions FL as the embodiment of earlier fragmented research traditions, reconfigured
to meet the demands of contemporary enterprises operating under complex regulatory and ethical
constraints (Gupta & Fernando, 2024).

CONCLUSION

This systematic review has demonstrated that federated learning (FL) constitutes a mature and
multifaceted paradigm for enabling privacy-preserving artificial intelligence in enterprise decision
systems. By synthesizing 187 studies, the review highlighted how algorithmic innovations such as
FedAvg, FedProx, and SCAFFOLD evolved from distributed optimization traditions to address non-
IID data and unbalanced client participation; how privacy-preserving mechanisms including
differential privacy, secure aggregation, and homomorphic encryption operationalize legal and ethical
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requirements across sensitive industries; and how robustness against adversarial threats is ensured
through robust aggregation, anomaly detection, and differential privacy clipping. Sector-specific
applications in healthcare, finance, retail, logistics, telecommunications, and public services illustrated
the adaptability of FL to high-stakes environments where predictive performance must coexist with
stringent data-protection mandates. Moreover, governance frameworks, regulatory alignments with
GDPR, CCPA, and NIST, and documentation practices such as model cards and datasheets confirm
that FL is not only a technical framework but also an institutional mechanism for embedding
accountability, fairness, and transparency into distributed Al. Comparative surveys and integrative
perspectives positioned FL as a socio-technical synthesis that unites earlier fragmented literatures on
distributed computing, privacy-enhancing technologies, adversarial machine learning, and Al ethics.
The overarching conclusion is that FL represents both an engineering solution and a governance model,
providing enterprises with the tools to reconcile predictive accuracy, data sovereignty, and regulatory
compliance in an increasingly complex digital landscape.

RECOMMENDATIONS

The review highlights several practical recommendations for enterprises considering federated
learning (FL) as a framework for privacy-preserving decision systems. First, organizations are
encouraged to adopt a defense-in-depth privacy architecture that integrates multiple mechanisms,
including differential privacy, secure aggregation, per-round clipping, encryption, and strict access
controls. This layered approach ensures that no single point of failure compromises sensitive data and
aligns with compliance obligations under GDPR, CCPA, and other privacy regimes. Equally important
is the recognition that algorithmic adaptations must be tailored to heterogeneous and non-IID data
distributions across organizational silos. Rather than forcing uniform global models, enterprises should
adopt methods such as FedProx, SCAFFOLD, clustered FL, and personalized architectures like FedBN
or LG-FedAvg, which allow both shared knowledge and local specialization. Accountability and
fairness also emerged as essential considerations, suggesting that federated systems must integrate
fairness-aware objectives and monitoring frameworks to prevent disproportionate model performance
across client subgroups. Such objectives should be coupled with transparent documentation practices,
including datasheets, model cards, and privacy budget reporting, which make FL systems auditable
for both internal governance and external regulatory review. At the systems level, client selection and
straggler mitigation policies are necessary to ensure equitable participation and avoid exclusion of
underrepresented nodes. Communication efficiency further requires deliberate engineering through
sparsification, quantization, error-feedback, and hierarchical aggregation, which collectively reduce
bandwidth demands and support broader participation from resource-constrained devices or
subsidiaries.

Enterprises should also embed MLOps practices tailored to federated settings, ensuring comprehensive
model versioning, end-to-end lineage tracking, and rollback procedures. Privacy budgets must be
explicitly monitored and enforced, preventing overuse of differential privacy parameters across
rounds. Similarly, federated pipelines should institutionalize robust aggregation, anomaly detection,
and adversarial red-teaming to reduce risks of model poisoning, backdoor insertion, and gradient
leakage. Importantly, sector-specific deployments — whether in healthcare, finance, or public services —
must align technical safeguards with domain regulations, making governance forums that combine risk
management, legal compliance, data science, and security expertise essential. Finally, incident response
plans must be adapted to federated architectures, where vulnerabilities may emerge from distributed
cohorts rather than centralized systems. Proactive training and red-team exercises can ensure that
technical staff, compliance officers, and organizational leadership remain prepared for evolving
threats. Reproducibility and secure experimentation should be prioritized through containerized client
environments, pinned configurations, and shadow training pipelines. By linking technical key
performance indicators to business outcomes —such as fraud detection rates, diagnostic efficiency, or
delivery optimization —enterprises can demonstrate measurable returns on investment. Collectively,
these recommendations affirm that federated learning is not merely an algorithmic innovation but a
socio-technical framework requiring alignment of engineering, governance, and business priorities for
successful enterprise adoption.
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