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Abstract

The implementation of Modbus and DNP3 (Distributed Network Protocol) over TCP/IP represents a
significant advancement in integrating industrial communication standards with modern IoT-based control
and cybersecurity frameworks. This study presents a dual-platform experimental implementation of these
protocols using the Texas Instruments TMDSCNCD28388D control CARD and the Arduino Uno, each
interfaced with a Simulink-based Human-Machine Interface (HMI). The system architecture enables
seamless data exchange between field devices and supervisory applications over Ethernet, supporting real-
time monitoring, remote actuation, and secure data acquisition. The TMDSCNCD28388D, equipped with
a dual-core C2000 microcontroller and integrated F28388D processor, provides deterministic control for
industrial nodes, while the Arduino Uno serves as a low-cost alternative for small-scale IoT testbeds. Both
implementations employ Simulink models for system design, simulation, and code generation, ensuring
modularity and platform independence. The study emphasizes the integration of industrial automation and
IoT protocols within a cybersecurity-aware framework. A layered encryption model was incorporated into
TCP/IP communication to evaluate data confidentiality, integrity, and resilience against common cyber
threats such as spoofing and denial-of-service attacks. The Simulink HMI acts as both a visualization and
command layer, enabling real-time supervisory control and anomaly detection through embedded MATLAB
scripts and dashboard logic. Experimental results demonstrate high communication reliability, with Modbus
achieving faster request-response cycles under low-load conditions, while DNP3 exhibited greater
robustness against packet loss and network interference. The hybrid approach validates the feasibility of
deploying standardized SCADA protocols in distributed IoT environments, supporting industrial cyber-
physical systems where interoperability and security are critical. This work contributes to the evolving field
of cyber-secure industrial automation by demonstrating an end-to-end methodology for implementing
Modbus/DNP3 over TCP/IP using embedded microcontrollers and model-based design tools. The outcomes
highlight the importance of integrating communication protocols, cybersecurity measures, and model-based
engineering to develop resilient, intelligent, and scalable industrial IoT architectures.
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INTRODUCTION

The Internet of Things (IoT) represents a paradigm wherein physical devices are interconnected
through networked infrastructures, enabling intelligent communication, automation, and data
analytics within cyber-physical environments (Barbero et al., 2011). In industrial and energy sectors,
IoT technologies underpin the emergence of smart grids, microgrids, and intelligent substations, which
integrate distributed energy resources and advanced communication protocols for real-time system
control (Liang et al.,, 2017). The Industrial Internet of Things (IloT) extends this framework to
encompass automation systems that merge operational technology (OT) with information technology
(IT), thus facilitating interconnected energy assets, control devices, and monitoring tools (Laghari et al.,
2021). Internationally, countries such as Germany, Japan, and the United States have prioritized
industrial digitization through initiatives like Industry 4.0 and the Smart Manufacturing Leadership
Coalition (Bedhief et al., 2016). The expansion of IoT-based control systems across critical energy
infrastructures underscores the need for standardized, interoperable, and secure communication
mechanisms capable of sustaining reliable energy transmission, distribution, and automation functions
(Atzorietal., 2011). This convergence of IoT and industrial automation demands robust communication
protocols that ensure interoperability between heterogeneous devices and adherence to cybersecurity
standards that protect operational continuity in globally networked environments (Zhang et al., 2014).
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Communication protocols such as Modbus and the Distributed Network Protocol (DNP3) have
historically served as the backbone for supervisory control and data acquisition (SCADA) systems
within electrical utilities and manufacturing plants (Batcha & Geetha, 2020). Modbus, introduced by
Modicon in 1979, remains one of the most widely implemented open protocols for communication
between programmable logic controllers (PLCs) and field devices (Goudarzi et al., 2022). It facilitates
master-slave or client-server communication models that transmit register and coil data efficiently
within deterministic control environments. Conversely, DNP3 was developed in the 1990s to enhance
interoperability in electric utility automation by enabling asynchronous data reporting, time stamping,
and event-driven messaging. Both protocols have evolved into TCP/IP variants —Modbus/TCP and
DNP3/TCP—to align with Ethernet-based communication architectures. These standards provide
reliability and compatibility with modern IoT platforms and cloud infrastructures while maintaining
the determinism required by industrial control processes. Internationally, the deployment of Modbus
and DNP3 over TCP/IP aligns with the broader transition to IEC 61850 and IEEE 1815 frameworks,
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which emphasize seamless device integration, high data throughput, and flexible topology
management for smart grid systems (Zhang et al., 2014). Thus, integrating Modbus and DNP3 into
embedded systems and IoT nodes serves as a key step toward achieving global harmonization in
electrical communication standards.

Figure 2: IoT-Enabled Microgrid
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The interconnection of field devices through loT-enabled communication channels introduces
substantial cybersecurity risks, including data tampering, unauthorized command injection, and
denial-of-service (DoS) attacks (Batcha & Geetha, 2020; Rezaul, 2021). Traditional industrial protocols
such as Modbus and DNP3 were not originally designed with encryption or authentication capabilities,
leaving them vulnerable to exploitation when exposed to TCP/IP networks (Danish & Zafor, 2022;
Goudarzi et al., 2022). In response, international cybersecurity standards —such as IEC 62443, NIST SP
800-82, and ISO/IEC 27019 —have been developed to address vulnerabilities in energy automation
environments (Danish & Kamrul, 2022; Sharma & Wang, 2020). Research demonstrates that integrating
lightweight cryptographic primitives and network-layer firewalls into embedded controllers enhances
protection without significantly affecting real-time performance. Additionally, layered security
architectures employing intrusion detection systems (IDS) and anomaly-based monitoring provide
situational awareness across interconnected devices. Cybersecure IoT architectures are therefore
foundational for protecting distributed energy resources, ensuring resilience in power grids, and
maintaining data integrity for supervisory control systems. The convergence of IoT communication
and cybersecurity within SCADA environments necessitates both protocol-level defenses and adaptive
intelligence mechanisms that can be implemented efficiently in resource-constrained embedded
systems (Jahid, 2022).

Embedded systems form the operational core of industrial automation, enabling deterministic
execution of control tasks, sensor interfacing, and data acquisition (Guo & Li, 2012; Ismail, 2022).
Devices such as the Texas Instruments TMDSCNCD28388D, based on the C2000 Delfino
microcontroller, exemplify high-performance platforms capable of executing real-time control and
TCP/IP-based communication simultaneously. The use of real-time operating systems (RTOS) and
dual-core architectures enhances the deterministic scheduling of network and computation tasks
(Hossen & Atiqur, 2022; Singh et al., 2014). When combined with microcontroller-based devices like
Arduino, such systems enable heterogeneous networks of industrial nodes that can emulate the
distributed nature of smart microgrids (Liang et al., 2017; Kamrul & Omar, 2022). Implementing
Modbus/TCP and DNP3/TCP on these platforms supports modular and interoperable communication
schemes between sensors, actuators, and supervisory hosts (Laghari et al, 2021; Razia, 2022).
Internationally, embedded control platforms are essential in building localized energy automation

496



International Journal of Business and Economics Insights, September 2025, 494- 522

systems for developing regions, providing scalable and cost-effective solutions for industrial
communication research and deployment (Goudarzi et al., 2022; Sadia, 2022). This integration enables
deterministic performance for mission-critical energy processes while providing flexibility in testing
security, latency, and protocol reliability within experimental and operational settings (Danish, 2023).
The motivation behind developing a Modbus/DNP3 over TCP/IP implementation on the
TMDSCNCD28388D and Arduino platforms stems from the urgent global demand for secure,
interoperable, and real-time communication within industrial and energy automation systems (Lyu et
al., 2019; Arif Uz & Elmoon, 2023). As IoT continues to transform traditional SCADA architectures, the
necessity for systems capable of withstanding cyber threats while maintaining operational reliability
has intensified. Many legacy devices in substations and industrial plants still rely on insecure fieldbus
networks, underscoring the importance of practical research that bridges traditional automation
protocols with modern network security frameworks. The integration of MATLAB/Simulink-based
HMI and embedded controllers creates a reproducible environment for modeling, testing, and
validating communication and cybersecurity functions under real-time constraints. Internationally, the
move toward digital substations and IoT-driven power systems demands adaptable hardware-
software co-design methodologies that ensure both protocol compliance and cyber resilience.
Therefore, this project situates itself within the global research trajectory of cybersecure IoT-based
energy automation, emphasizing practical implementation of Modbus/TCP and DNP3/TCP
communication within embedded control architectures. The main objective of this research is to
develop and validate a functional IoT-based cybersecure communication framework that integrates
Modbus/TCP and DNP3/TCP protocols on the TMDSCNCD28388D controlCARD and Arduino
platforms, interfaced with a MATLAB/Simulink-based HMI for real-time data monitoring and control.
The project aims to establish a scalable and secure experimental model for smart grid and microgrid
applications by demonstrating reliable, real-time communication between embedded controllers and
supervisory systems. It focuses on achieving interoperability between heterogeneous hardware,
maintaining deterministic performance under networked conditions, and embedding lightweight
cybersecurity mechanisms such as authentication, data integrity verification, and intrusion detection
within the protocol stack. Additionally, the objective includes creating a dynamic HMI environment
capable of visualizing live data exchange, simulating control actions, and detecting anomalous network
behavior, thereby providing a complete hardware-software testbed that supports secure industrial
automation, control validation, and educational research in IoT-based energy systems.

LITERATURE REVIEW

The advancement of loT-based industrial automation has prompted a global re-evaluation of
communication protocols, cybersecurity strategies, and embedded system architectures used in smart
energy infrastructures. The literature on supervisory control and data acquisition (SCADA) systems,
IoT-enabled microgrids, and real-time communication protocols —such as Modbus and DNP3 —reveals
a consistent effort to achieve interoperability, scalability, and resilience in increasingly complex cyber-
physical systems. Early industrial communication frameworks emphasized deterministic control and
wired reliability, whereas modern systems now require Internet-based connectivity, cloud data
integration, and adaptive cybersecurity features suitable for distributed environments. As such,
reviewing existing studies is essential to understand the technical evolution, vulnerabilities, and
mitigation approaches associated with TCP/IP-based Modbus and DNP3 implementations within
embedded controllers like the TMDSCNCD28388D and Arduino platforms. This literature review
systematically organizes research findings into key thematic domains: (1) industrial communication
protocols and their TCP/IP evolution; (2) cybersecurity frameworks for SCADA and IoT systems; (3)
embedded system design for real-time control; (4) human-machine interface (HMI) integration in
industrial networks; (5) IoT-enabled microgrid architectures and interoperability; and (6) experimental
validation approaches for secure communication frameworks. Each section provides a critical synthesis
of prior works, identifies performance and security challenges, and contextualizes the necessity of an
integrated approach combining embedded platforms, secure communication, and HMlI-based
visualization. The review serves as the theoretical foundation for the present implementation study,
situating it within the broader global discourse on industrial digital transformation, energy automation,
and cybersecurity standardization.
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Standardization of Modbus and DNP3

The evolution of industrial communication protocols such as Modbus and the Distributed Network
Protocol (DNP3) reflects a critical shift from isolated, proprietary automation systems toward
standardized, interoperable industrial networks. Modbus, introduced by Modicon in 1979, emerged as
one of the first openly published communication protocols designed for programmable logic
controllers (PLCs), offering a simple master-slave communication model for transmitting data across
field devices (Cecchinel et al., 2014). Early implementations focused on serial communication using RS-
232 /RS-485 channels, facilitating deterministic exchanges between controllers and remote terminals in
manufacturing environments (Hossain et al., 2023; Perera et al., 2013). Similarly, DNP3 was developed
in the early 1990s under the IEEE 1815 framework to address interoperability among substation and
SCADA systems, especially within electric utility networks. DNP3 introduced object-based data
representation (Hasan, 2023), time-stamping, and unsolicited messaging to enhance real-time data
reliability and asynchronous reporting. These developments marked a departure from rigid vendor-
dependent designs, setting the foundation for open communication architectures that could span across
vendors, devices, and industries. As industrial automation expanded into the energy, oil, and
manufacturing sectors, the need for common communication standards became paramount to ensure
compatibility and reliability across geographically distributed control systems (Shoeb & Reduanul,
2023; Radoglou-Grammatikis et al., 2021). The historical standardization of Modbus and DNP3 thus
provided the structural blueprint for modern supervisory control and data acquisition (SCADA)
interoperability, enabling consistent data framing, addressing schemes, and transport mechanisms
across multiple generations of industrial devices.

The Protocol Throughput Efficiency represents the effectiveness of a communication protocol in
transmitting usable data relative to its total transmission capacity, including overhead. It quantifies
how efficiently a protocol utilizes the available bandwidth by comparing the size of the actual
transmitted data to the total data sent, which includes protocol headers, checksums, and
acknowledgments. Mathematically, throughput efficiency is expressed as:

Dpayload % 100%

Tthroughput Dpayload + Doverhead
This parameter is critical in evaluating communication performance, especially in industrial network
protocols such as Modbus and DNP3. Modbus, with its lightweight frame structure and minimal
header information, typically exhibits higher throughput efficiency, making it suitable for applications
where low latency and simple polling communication dominate. In contrast, DNP3 incorporates more
extensive framing and authentication structures to support event-driven communication and
cybersecurity features, which increase overhead and slightly reduce throughput efficiency.
Nonetheless, DNP3’s additional data ensures reliability, integrity, and security in complex supervisory
control and data acquisition (SCADA) systems (Batcha & Geetha, 2020; Mubashir & Jahid, 2023).
Therefore, while Modbus achieves superior raw throughput due to simplicity, DNP3 provides a more
balanced trade-off between efficiency, resilience, and secure data handling within critical infrastructure
networks.

Modbus and DNP3 possess distinct architectural and operational frameworks that define their
suitability for specific industrial environments, yet both have undergone standardization processes that
emphasize interoperability, determinism, and reliability. Modbus follows a simple query-response
architecture, where a single master device polls multiple slave devices for data using well-defined
function codes and addressing mechanisms (Guo & Li, 2012; Razia, 2023). Its standardization under
Modbus Application Protocol (MAP) guidelines allows it to operate consistently over different
transport layers, including Modbus RTU, ASCII, and TCP/IP variants (Perera et al., 2013; Reduanul,
2023). In contrast, DNP3 employs an event-driven model with multi-layered architecture comprising
data link, transport, and application layers, which supports unsolicited messaging and sequence-of-
events reporting. DNP3’s object-oriented structure allows complex data types to be exchanged
efficiently while maintaining time synchronization across distributed devices, a feature particularly
critical in energy automation systems. The standardization of DNP3 under IEEE Std 1815 ensures
consistency in command execution, error handling, and message sequencing across vendors, making it
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the de facto communication standard for North American and increasingly international SCADA
networks (Guo & Li, 2012; Sadia, 2023). Both protocols provide mechanisms for error checking, data
integrity verification, and network diagnostics, though DNP3’s layered design provides greater
resilience against communication disruptions (Lu et al., 2013; Sanjai et al., 2023). Collectively, their
technical architectures illustrate the evolutionary balance between simplicity and sophistication,
allowing Modbus to dominate in small-scale industrial control, while DNP3 serves as the standard for
complex, event-driven utility automation.

Figure 3: Standardization of Modbus and DNP3
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The formal standardization of Modbus and DNP3 by international regulatory and technical bodies has
been central to ensuring interoperability and global adoption in industrial communication systems.
Modbus was institutionalized through the Modbus Organization, which oversees specification
maintenance, interoperability certification, and protocol extensions that ensure backward compatibility
(Danish & Zafor, 2024; Volkova et al., 2019). Its open-access model accelerated adoption across
manufacturing, building automation, and distributed energy systems by allowing manufacturers to
integrate Modbus support without licensing barriers. In parallel, DNP3 achieved formal recognition
under IEEE Standard 1815, ensuring a rigorous definition of communication functions, message objects,
and transport mechanisms for supervisory control (Jahid, 2024a). The standardization process
incorporated field feedback from the electric utility sector, reflecting operational requirements such as
time synchronization, unsolicited event reporting, and fail-safe mechanisms. Institutions such as the
International Electrotechnical Commission (IEC) and the Institute of Electrical and Electronics
Engineers (IEEE) have also promoted cross-protocol harmonization efforts by aligning DNP3 with IEC
61850 and IEC 60870-5-104 frameworks, further facilitating interoperability between substation devices,
protective relays, and remote terminal units (Jahid, 2024b; Siniosoglou et al., 2021). These
institutionalized standards collectively ensure that Modbus and DNP3 maintain uniformity in
application across industries, contributing to robust, reliable, and vendor-neutral industrial
ecosystems. The institutional support from standardization bodies guarantees that these protocols
remain benchmarks for industrial data exchange, bridging legacy infrastructures and contemporary
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Ethernet-based communication architectures across global automation systems (Ismail, 2024; Volkova
et al., 2019).

The standardization of Modbus and DNP3 has played an essential role in ensuring interoperability and
reliability in complex, geographically dispersed industrial control systems. Modbus’s simplicity and
deterministic timing make it widely adopted in discrete manufacturing and process industries, whereas
DNP3'’s event-based reporting and hierarchical data organization are suited for power transmission,
distribution, and substation automation (Mesbaul, 2024; Siniosoglou et al., 2021). Their coexistence
within standardized frameworks allows seamless data exchange between heterogeneous devices,
ensuring that SCADA systems maintain operational integrity across diverse industrial sectors (Lu et
al., 2013; Omar, 2024). Through their standardized implementations over TCP/IP, these protocols have
gained global relevance in integrating legacy control networks with modern IoT-based infrastructures.
The reliability of Modbus and DNP3 communications has been verified through numerous case studies
demonstrating their resilience under harsh industrial environments, including electromagnetic
interference, variable latency, and packet loss. The adoption of TCP/IP variants has further enhanced
data accessibility, enabling real-time analytics, cloud interfacing, and integration with supervisory
systems such as HMIs and energy management platforms. Additionally, their standardized structures
enable uniform diagnostic procedures, consistent fault handling, and predictable network behavior
across distributed energy systems. The international acceptance of these protocols as de facto standards
within the smart grid ecosystem underscores their enduring importance as foundational
communication mechanisms, ensuring that industrial control systems remain interoperable, scalable,
and functionally consistent across global applications.

Migration to TCP/IP-Based Communication

The migration of industrial communication from serial fieldbuses to Ethernet and TCP/IP has been
driven by the need for scalable addressing, routability across large geographic footprints, and
integration with enterprise IT services that handle monitoring, logging, and analytics. Early SCADA
deployments prioritized deterministic serial links such as RS-232/RS-485 for Modbus RTU and point-
to-point radio for legacy DNP3, yet expanding asset counts and multi-vendor ecosystems introduced
interoperability constraints that IP networking addressed through standardized stacks, ubiquitous
hardware, and mature management tooling (Liu et al., 2023) Utilities and industrial operators adopted
IP to leverage switched Ethernet bandwidth, VLAN segmentation, QoS tagging, and L3 routing, which
supported remote substations and distributed plants without bespoke bridging arrangements (Rezaul
& Hossen, 2024). Research characterizes this shift as an OT/IT convergence, where operational
technology requires the same addressability and maintainability associated with enterprise networks,
while maintaining real-time constraints for protection and control. Standardization efforts around IEC
61850 and IEEE 1815 created a technical context in which Modbus/TCP and DNP3/TCP operated
alongside object-oriented or model-based utility protocols, facilitating vendor-neutral integration
within substations and feeders. Time-Sensitive Networking (TSN) and Ethernet determinism studies
further documented bounded latency and low-jitter performance under controlled topologies,
addressing long-standing skepticism that best-effort Ethernet could support protection-adjacent
telemetry under engineered conditions (Lu et al., 2013; Momena & Praveen, 2024). In parallel,
cybersecurity guidance such as NIST SP 800-82 and IEC 62443 framed IP migration as an opportunity
to adopt standardized controls —network segmentation, authenticated remote access, and protocol
whitelisting —within architectures already familiar to IT administrators. Collectively, these drivers
positioned TCP/IP as a practical transport for Modbus and DNP3 where routability, manageability,
and cross-domain integration were prioritized alongside engineered real-time performance.

The engineering literature documents precise mappings from legacy frames to client-server
transactions over TCP sockets, analyzing overhead, session persistence, and congestion behavior. For
Modbus/TCP, the Modbus Application Protocol encapsulates function codes within an MBAP header
that replaces serial CRC with a transaction identifier, simplifying error handling and enabling
concurrent outstanding requests from multiple clients under a single server endpoint (Mackiewicz,
2006; Modbus Organization, 2012). DNP3/TCP retains link-layer semantics, sequence control, and
object groups, adding reliable transport semantics through TCP while preserving event-driven
reporting and time-stamping central to utility operations (Muhammad, 2024; Sosnovskiy et al., 2021).
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Figure 4: Migration to TCP/IP-Based Communication
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Controlled experiments compare serial and Ethernet performance, noting that switched Gigabit links
reduce serialization delay and allow tighter polling intervals, whereas shared media or congested
uplinks introduce queuing variability that requires QoS and traffic engineering. Studies evaluate keep-
alive intervals, socket reuse (Noor et al., 2024), and Nagle’s algorithm interactions, recommending
configuration that avoids coalescing control bytes in low-latency command paths. Redundancy
mechanisms such as PRP/HSR (IEC 62439-3) provide zero-time recovery at Layer-2 for protection-
critical paths, complementing RSTP/MSTP and IP-layer routing convergence in multi-subnet utility
backbones. TSN features—time-aware shaping and frame preemption—appear in lab results
demonstrating bounded latency for mixed traffic classes, enabling co-existence of SCADA polling,
synchrophasor streaming, and engineering access on the same fabric under properly defined schedules
(Abdul, 2025; Dimolianis et al., 2021). Across these reports, determinism emerges from engineered
network design rather than protocol idiosyncrasies alone, with VLAN isolation, QoS prioritization, and
bounded hop counts correlating with stable application-layer jitter for Modbus/TCP and DNP3/TCP
exchanges.

Cybersecurity in Industrial IoT and SCADA Networks

Cybersecurity in Industrial Internet of Things (IloT) and supervisory control and data acquisition
(SCADA) networks centers on safeguarding cyber-physical processes that govern energy,
manufacturing, water, and transportation assets. Research characterizes these environments by
deterministic control loops, long-lived assets, and strict safety constraints, all of which complicate
conventional IT security practices (Elmoon, 2025a; Sosnovskiy et al., 2021). The migration from isolated
serial links to routable Ethernet/TCP/IP increased exposure through addressability, service
discoverability, and remote maintenance pathways that adversaries can exploit. Studies catalog
prominent attack classes against control networks, including command/parameter tampering, replay
and out-of-sequence messaging, forced topology changes, firmware subversion, and denial-of-service
at field, gateway, and historian tiers. Empirical analyses of real incidents and red-team exercises show
that weak authentication, shared credentials, flat Layer-2 topologies, and unmanaged remote access
remain frequent root causes (Elmoon, 2025b). In power systems, timing-sensitive impacts arise when
telemetry falsification distorts state estimation or when actuator commands modify protection settings,
with consequences amplified by automatic generation control and distribution automation. Traffic
characterizations reveal highly periodic polling and narrow value ranges, properties that aid anomaly
detection but also enable low-and-slow evasion when attackers mimic expected rhythms (Hozyfa,
2025). Across studies, an enduring observation is that operational constraints—availability,
deterministic latency, and safety —shape feasible defense postures and require controls that align with
process reliability rather than pure confidentiality priorities. This literature situates IloT/SCADA risk
not as an extension of enterprise IT alone but as a field in which network behavior, protocol semantics,
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and plant physics co-determine cyber exposure (Jahid, 2025a, 2025b).

TMDSCNCD28388D and C2000 Delfino MCU Platform

The Texas Instruments TMDSCNCD28388D controlCARD, built on the C2000 Delfino F28388D
microcontroller unit (MCU), represents a class of high-performance embedded processors designed
specifically for real-time industrial and energy applications. The literature describes the C2000 platform
as a deterministic digital signal controller architecture that bridges the performance gap between
microcontrollers and DSPs by integrating floating-point processing units, trigonometric accelerators,
and high-resolution PWM modules optimized for control systems (Alam, 2025). Studies emphasize its
tri-core configuration—two C28x CPUs and one Cortex-M4 core—that enables the concurrent
execution of real-time control loops, communication tasks, and diagnostic routines without mutual
interference. Researchers have documented how this architecture supports the simultaneous operation
of industrial communication protocols (Ethernet, CAN, and SPI) alongside time-critical inverter and
motor-control operations (Masud, 2025; Arman, 2025). The integration of a programmable real-time
unit (PRU) and hardware accelerators facilitates deterministic scheduling in energy and automation
applications that demand sub-millisecond latency. The control CARD form factor enhances modularity,
allowing the TMDSCNCD28388D to serve as a drop-in controller across diverse evaluation boards,
thereby promoting reproducible experimentation in both research and industrial environments (Jakaria
etal., 2025; Mohaiminul, 2025; Siniosoglou et al., 2021). The literature converges on the characterization
of this platform as an ideal prototype environment for embedded control, where multi-core partitioning
and deterministic task scheduling enable parallel computation of control algorithms, sensor
acquisition, and communication stacks within energy automation systems.

The C2000 Delfino MCU platform’s integration with real-time communication stacks represents a
significant step in the evolution of cyber-physical systems. The TMDSCNCD28388D supports Ethernet
and TCP/IP through its onboard Ethernet Media Access Controller (EMAC) and PHY, enabling direct
communication without external network processors (Mominul, 2025; Rezaul, 2025; Najafabadi et al.,
2015). Studies in embedded networking confirm that deterministic Ethernet implementations based on
the Delfino platform maintain bounded latency and minimal jitter even when processing high-
frequency Modbus/TCP or DNP3/TCP traffic. This stability arises from optimized interrupt
management and DMA-driven buffer transfers that reduce CPU overhead in high-speed data
exchanges. The literature notes that integrating industrial protocols with the C2000 MCU is achieved
through TI's real-time control suite, which includes libraries and drivers conforming to IEC 61850 and
IEEE 1815 communication standards (Chavez et al., 2019; Rezaul & Rony, 2025; Hasan, 2025). This
facilitates multi-protocol interoperability —Modbus for local device communication, DNP3 for
distributed SCADA reporting, and Ethernet/IP for enterprise integration —within the same embedded
environment. Research focusing on energy automation demonstrates that deploying TCP/IP-enabled
Delfino MCUs in substations enables synchronized control between field devices, programmable
relays, and supervisory systems, thus reinforcing their relevance in modern grid communication
frameworks. These findings identify the TMDSCNCD28388D as an adaptive communication controller
capable of supporting both legacy and next-generation industrial networks within cybersecure energy
architectures (Milon, 2025; Rabiul, 2025).

A recurring theme in the literature is the TMDSCNCD28388D’s ability to sustain computational
efficiency under high real-time workloads, particularly in motor drives, power conversion, and grid-
interactive systems. The dual C28x cores enable time-critical control algorithms such as field-oriented
control (FOC), phase-locked loops, and proportional-integral-derivative (PID) regulation to operate
independently from non-deterministic communication and diagnostic tasks (Hasan & Abdul, 2025;
Farabe, 2025; Sridhar & Govindarasu, 2014). Researchers highlight the platform’s high-resolution PWM
and ADC modules, which allow precise sensing and actuation synchronized with control cycles as
short as 50 ps. The inclusion of trigonometric mathematical accelerators (TMUs) and floating-point
units reduces computational latency, improving convergence in sensorless estimation and adaptive
control systems. Comparative evaluations show that TMDSCNCD28388D-based systems outperform
single-core microcontrollers in response time and loop stability during transient disturbances and
communication bursts (Chavez et al., 2019; Momena, 2025; Mubashir, 2025). Moreover, embedded
researchers have leveraged the C2000 architecture to implement predictive maintenance models and
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real-time fault classification algorithms, demonstrating its dual capability for control and machine
learning inference within constrained environments. This performance profile positions the Delfino
MCU as a core component in advanced distributed control systems, where continuous computation,
communication, and sensing must co-exist within tightly bounded timing frameworks (Roy, 2025;
Rahman, 2025).

Figure 5: TMDSCNCD28388D and C2000 Delfino MCU Platform
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Real-Time Operating Systems (RTOS) and Deterministic Scheduling

Real-time operating systems (RTOS) serve as the foundational software layer that enables deterministic
behavior in embedded and industrial automation systems. In contrast to general-purpose operating
systems, RTOS are engineered to guarantee predictable response times by prioritizing tasks based on
deadlines and interrupt latency rather than throughput or fairness (Nejabatkhah et al., 2020; Rakibul,
2025; Reduanul, 2025). Their design philosophy revolves around preemptive multitasking, priority-
based scheduling, and interrupt-driven execution that ensures time-critical control loops execute
within bounded latency (Rony, 2025; Saba, 2025). In industrial control and Internet of Things (IoT)
environments, this predictability is essential to maintain synchronization between sensors, actuators,
and supervisory control systems. Research in embedded control has demonstrated that RTOS platforms
such as FreeRTOS, TI-RTOS, and VxWorks provide microsecond-level determinism, enabling their
integration with high-performance microcontrollers like the Texas Instruments C2000 Delfino F28388D.
The kernel’s deterministic tick behavior and lightweight context switching are particularly valuable in
applications such as motor drives, grid-tied converters, and SCADA communication modules (Li et al.,
2017; Kumar, 2025; Sai Praveen, 2025). Studies in real-time system design emphasize that the
correctness of an RTOS is defined not by the average response but by its ability to meet all task
deadlines under peak load conditions (Liu et al., 2023; Shaikat, 2025; Zaki, 2025). Consequently,
deterministic scheduling in RTOS environments forms the backbone of reliability and stability in cyber-
physical systems, ensuring consistent execution of embedded tasks even under varying network traffic,
interrupt loads, and computational demands (Kanti, 2025; Zobayer, 2025).

Deterministic scheduling ensures that real-time tasks are executed within strictly defined temporal
constraints, maintaining operational integrity in distributed embedded systems. The literature
differentiates between hard real-time and soft real-time tasks: hard real-time systems, such as
protection relays or power inverters, cannot tolerate missed deadlines, while soft real-time systems,
such as data logging or HMI updates, may permit minimal delay. Among the most widely applied
algorithms are Rate Monotonic Scheduling (RMS) and Earliest Deadline First (EDF), both of which have
been mathematically validated to guarantee bounded response times under defined utilization limits
(Rekeraho et al., 2023).
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Figure 6: Real-Time Operating Systems (RTOS) and Deterministic Scheduling
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RMS assigns higher priority to tasks with shorter periods, making it suitable for control loops with
fixed execution intervals, whereas EDF dynamically adjusts priorities based on imminent deadlines,
optimizing CPU utilization for variable-rate workloads. Within industrial IoT environments, hybrid
scheduling strategies combine static priority assignment for deterministic control loops and dynamic
scheduling for asynchronous communication or security monitoring (Liu et al., 2023). Hardware-
assisted timers, dual-core partitioning, and DMA-driven data transfers further enhance determinism
by offloading repetitive operations from the central scheduler. Empirical analyses confirm that
preemptive RTOS architectures can maintain microsecond-level jitter for high-priority tasks, even
under network-induced interrupts associated with Modbus/TCP or DNP3/TCP messaging. The
literature thus underscores that deterministic scheduling is not merely a software feature but a
multidisciplinary design property encompassing kernel configuration, task modeling, and hardware
synchronization.

MATLAB/Simulink as a Control and Monitoring Platform

MATLAB/Simulink has become a cornerstone in control engineering and industrial automation due
to its capability to integrate modeling, simulation, code generation, and real-time implementation in a
unified environment. Model-Based Design (MBD), the foundation of MATLAB/Simulink, enables
engineers to represent dynamic systems through block diagrams, facilitating analysis of both
continuous and discrete-time processes (Sahoo & Mishra, 2019). Unlike traditional procedural
programming methods, MBD abstracts the mathematical complexity of control systems into graphical
representations that can be directly translated into executable code for embedded targets (Dehkordi et
al., 2017). This approach allows for rapid prototyping, testing, and validation of control algorithms,
reducing design cycles while improving reliability and repeatability. The platform’s integration with
MATLAB’s numerical computation environment extends its utility for optimization, system
identification, and parameter tuning (Du et al., 2019). In industrial settings, Simulink has been adopted
for designing supervisory control and data acquisition (SCADA) loops, motor control systems, and
energy conversion units, where its simulation-to-deployment workflow ensures consistency between
the modeled behavior and hardware execution (Guo et al., 2015). The literature establishes
MATLAB/Simulink as a comprehensive control ecosystem capable of bridging theoretical modeling
with practical implementation across domains such as power electronics, mechatronics, and IoT-based
cyber-physical systems (Guo et al., 2018).

IoT-Enabled Smart Grids and Microgrid Architectures

The integration of the Internet of Things (IoT) into electrical infrastructure has fundamentally
transformed the design and operation of smart grids and microgrids, enabling real-time monitoring,
decentralized control, and enhanced system resilience. IoT refers to the interconnection of intelligent
devices capable of sensing, communicating, and processing data across distributed environments (Du
et al., 2019). In power systems, this paradigm shift facilitates the transition from unidirectional energy
flow to a bidirectional, data-driven model that supports distributed generation, demand-side
management, and predictive maintenance (Lu et al.,, 2017). Smart grids extend traditional power
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networks by integrating sensors, smart meters, and advanced control algorithms that optimize the
balance between supply and demand, while microgrids represent localized energy networks that can
operate autonomously or in coordination with the main grid (Shrivastava & Subudhi, 2019). Literature
emphasizes that loT-enabled architectures provide the foundation for cyber-physical energy systems
where communication, computation, and control are tightly coupled to ensure operational efficiency
and reliability (Li et al., 2019). The deployment of IoT devices —ranging from smart transformers to
distributed controllers —introduces granularity in system observability and supports adaptive energy
management strategies across diverse operating conditions (Guo et al., 2015). Global initiatives such as
the European Union’s Horizon 2020, the U.S. Department of Energy’s Grid Modernization Program,
and Japan’s Smart Community projects underscore the international recognition of IoT-enabled smart
grids as essential infrastructure for sustainable and secure power delivery (Shrivastava & Subudhi,
2019).

Figure 7: IoT-Enabled Smart Grid/Microgrid
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The communication infrastructure within IoT-enabled microgrids is a critical enabler of
interoperability, scalability, and control synchronization across distributed assets. Studies reveal that
microgrid communication frameworks are typically hierarchical, comprising device, field, and
supervisory layers interconnected via heterogeneous wired and wireless media (Teymouri et al., 2018).
At the device layer, embedded controllers and smart sensors rely on lightweight industrial protocols
such as Modbus/TCP, DNP3/TCP, and IEC 61850 for deterministic control and data acquisition (Lu et
al., 2017). The field layer often employs protocols like MQTT, CoAP, and OPC UA to facilitate publish-
subscribe messaging between gateways, edge servers, and control centers ((Dehkordi et al., 2017).
Integration of these protocols through multi-protocol gateways ensures seamless data exchange
between legacy SCADA components and cloud-enabled analytics platforms. Researchers highlight that
Ethernet-based communication combined with IPv6 addressing allows large-scale deployment of
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smart nodes with secure and routable connectivity. Furthermore, wireless technologies such as ZigBee,
LoRaWAN, and 5G have been increasingly used for distributed microgrid monitoring where cable
infrastructure is impractical. Standardization initiatives, including IEEE 2030 and IEC 61850-7, define
data models and interoperability frameworks to unify these heterogeneous networks. The literature
thus presents the IoT-based communication layer as the backbone of smart microgrid architectures,
supporting real-time situational awareness, load coordination, and distributed decision-making
through protocol convergence and hierarchical design.

Control and energy management are central to the functionality of IoT-enabled smart grids, where
intelligent coordination among distributed resources ensures stability and efficiency. Hierarchical
control architectures are widely adopted, consisting of primary, secondary, and tertiary layers that
manage voltage regulation, frequency stability, and economic optimization respectively (Guo et al.,
2018). The primary control layer typically relies on droop control or model predictive control (MPC)
algorithms embedded within local controllers for fast response to load variations. Secondary control
coordinates distributed generators via communication networks to restore nominal voltage and
frequency, while tertiary control optimizes energy dispatch based on market and operational
constraints. IoT-based frameworks enhance these multi-layer controls by introducing real-time data
analytics, edge computing, and artificial intelligence to improve forecasting accuracy and adaptive
decision-making (Lu et al., 2017). For instance, embedded controllers like the TI C2000 Delfino series,
integrated with Simulink-based HMIs, enable the implementation of synchronized control across
distributed assets through TCP/IP communication. Energy management systems (EMS) developed in
IoT-enabled microgrids leverage bidirectional communication between local controllers and
supervisory layers, enabling demand response, state-of-charge optimization for energy storage, and
dynamic load balancing. Collectively, the literature identifies that distributed control frameworks
integrated with IoT technologies enhance operational flexibility and promote interoperability among
generation, storage, and load components, leading to resilient and self-sustaining microgrid
ecosystems.

Testbeds and Experimental Models

Testbeds and experimental models serve as essential tools for validating communication protocols,
cybersecurity frameworks, and control strategies in industrial Internet of Things (IloT) and supervisory
control and data acquisition (SCADA) systems. They provide controlled environments where
researchers can replicate real-world conditions such as network latency, signal interference, and
cyberattack scenarios without jeopardizing operational infrastructure (Guo et al.,, 2015). These
platforms enable repeatable experimentation across layers of industrial automation, from field devices
and embedded controllers to supervisory systems and human-machine interfaces (HMI). Studies
demonstrate that testbeds accelerate technology readiness by bridging the gap between theoretical
models and practical deployment, particularly for protocols like Modbus/TCP and DNP3/TCP. They
support systematic assessment of interoperability, fault tolerance, and performance under varying
network topologies and loads. In academia and industry alike, such environments have become
indispensable for testing protocol compliance with international standards (IEC 61850, IEEE 1815) and
evaluating cyber-resilience strategies such as intrusion detection, anomaly recognition, and
redundancy management. The testbed approach has thus evolved from mere performance
benchmarking to an integrated research framework that combines hardware-in-the-loop (HIL),
simulation, and physical device experimentation to analyze cyber-physical behavior across
heterogeneous systems.

The literature identifies several canonical architectures for testbeds designed to evaluate SCADA and
IoT-based energy systems. A typical configuration comprises three main layers: (1) the field layer,
where sensors, actuators, and embedded controllers such as Arduino or TMDSCNCD28388D execute
real-time data acquisition and control; (2) the communication layer, where industrial protocols like
Modbus/TCP, DNP3/TCP, or IEC 61850 facilitate device-to-server connectivity; and (3) the
supervisory layer, represented by HMIs and data historians implemented through
MATLAB/Simulink, LabVIEW, or open-source platforms (Shrivastava & Subudhi, 2019). Testbeds
frequently integrate programmable logic controllers (PLCs), embedded microcontrollers, and TCP/IP-
based networking equipment to emulate distributed energy systems such as microgrids. Researchers
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often employ virtualization tools and simulation frameworks —such as Mininet, NS-3, or OMNeT++ —
to model network conditions, packet delays, and cyberattack injections (Sahoo & Mishra, 2019).
Hardware-in-the-loop configurations link real controllers with simulated plant dynamics, allowing
real-time verification of control algorithms under variable system states. Some testbeds incorporate
edge-computing nodes or cloud gateways to replicate industrial IoT architectures that rely on
distributed intelligence. These modular and reconfigurable platforms allow experimenters to evaluate
multiple dimensions of system behavior, including latency, reliability, cybersecurity robustness, and
interoperability across both legacy and modern devices.

Figure 8: Testbeds and Experimental Models
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METHOD

The methodological framework for this study focused on developing and validating an IoT-enabled
microgrid communication environment using MATLAB/Simulink as the primary simulation and
control platform. The system architecture was based on a TCP/IP client-server model that facilitated
bidirectional data exchange between distributed energy resource (DER) nodes and a centralized
supervisory controller. The server module, implemented in MATLAB through the
TcpServerReceiver.m script, established socket communication and maintained persistent connections
with client nodes across designated ports (5501-5503). Each port represented a separate data stream
corresponding to specific microgrid parameters such as photovoltaic (PV) power output, battery state
of charge (SOC), and generator voltage and frequency. On the client side, a customized Simulink model
(simpleMicrogrid.slx) generated simulated DER data using internal signal generators and transmitted
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them to the server through user-defined TCP/IP send and receive blocks (CustomTCPIPSend and
CustomTCPIPReceive). These blocks were designed to mimic real-time data acquisition and control
processes typically found in field devices, ensuring deterministic communication between the client
and server layers. The server model (microgrid_server.slx) received, parsed, and visualized incoming
data while logging performance metrics for further analysis. MATLAB’s command window outputs
confirmed message integrity, packet timing, and connection stability, verifying the correct operation of
the communication channel. A human-machine interface (HMI) was integrated within Simulink to
provide real-time monitoring and visualization of system parameters such as voltage, frequency,
generation output, and SOC. The dashboard utilized graphical indicators, gauges, and color-coded
displays to convey system health and operational states. This real-time monitoring environment
allowed users to observe transient changes, simulate disturbances, and validate system responses
under dynamic operating conditions. The entire implementation was structured as a scalable testbed
for emulating supervisory control and data acquisition (SCADA) behavior within IoT-based microgrid
environments, providing an educational and experimental platform for exploring data-driven control,
monitoring, and communication integrity.

Figure 9: Methodology for this study
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An optional extension of the testbed focused on integrating the Distributed Network Protocol (DNP3)

with Secure Authentication (DNP3-SA) to enhance cybersecurity and allow comparative analysis with

Modbus/TCP under IoT operating conditions. While Modbus/TCP offers simplicity and

interoperability, it lacks inherent encryption and authentication capabilities, making it vulnerable to

common cyber threats such as spoofing and replay attacks. DNP3, standardized under IEEE 1815,

introduces a layered communication model with event-driven messaging and secure challenge-
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response authentication, providing stronger resilience against unauthorized access and message
tampering. The experimental plan involved deploying DNP3/TCP alongside the existing
Modbus/TCP setup within MATLAB/Simulink to assess key performance indicators such as
transmission latency, data throughput, and computational overhead under secure versus non-secure
configurations. Additionally, the security-enhanced framework aimed to simulate potential network-
based threats and evaluate each protocol’s capacity for maintaining communication integrity and
control stability during malicious intrusion attempts. The integration of DNP3-SA supports
authenticated message exchanges and integrity verification, thereby safeguarding real-time data flow
between embedded nodes and supervisory HMIs. Collectively, this methodology establishes a robust
and extensible experimental foundation for modeling IoT-enabled microgrids, emphasizing both
operational reliability and cyber resilience. By combining hardware-level emulation, communication-
layer customization, and security protocol testing within a unified Simulink ecosystem, the framework
demonstrates a comprehensive approach to designing, validating, and securing modern cyber-physical
energy systems.

FINDINGS

The preliminary results of the experiment confirmed successful implementation of TCP/IP-based
communication between the simulated microgrid client and the MATLAB/Simulink server
environment. The TCP/IP server, configured through the TcpServerReceiver.m script, successfully
established socket connections on the assigned ports (5501-5503), allowing continuous real-time data
transmission between distributed energy resource (DER) clients and the supervisory monitoring unit.
MATLAB’s command window logs displayed consistent connection acknowledgments, confirming
handshake completion and data packet reception. The client model (simpleMicrogrid.slx) transmitted
multiple data parameters —including generator voltage, system frequency, power output, and battery
state of charge (SOC)—to the server using the customized Simulink blocks (CustomTCPIPSend and
CustomTCPIPReceive). These real-time data streams were parsed, decoded, and displayed within the
server environment using MATLAB string manipulation functions that converted incoming text-based
packets into numerical arrays. This verification demonstrated that the Simulink-MATLAB
communication channel maintained integrity across multiple iterations, validating the feasibility of
TCP/IP communication for real-time IoT-based energy system simulation.

Figure 10: Simulink Microgrid Server Model with TCP/IP Connection Error (System:10061)

The preliminary simulation results illustrated in Figure 1 provided substantial confirmation of the
establishment and functionality of the TCP/IP-based communication framework between the
MATLAB server and the Simulink microgrid client, while also revealing critical synchronization
challenges that underscore the complexity of real-time networked communication in IoT-enabled
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control systems. The simulation model was meticulously designed to integrate the
CustomTCPIPReceive block as the data acquisition interface, which received packets transmitted over
a socket connection from the microgrid client. This block interfaced with the parseData subsystem,
which was responsible for decoding, formatting, and routing the received information into structured
signal pathways representing the principal electrical parameters of the simulated microgrid —namely
frequency, voltage, distributed energy resource (DER) output, and battery state of charge (SOC). These
outputs were subsequently visualized through the model’s built-in display blocks and dashboard
indicators, forming an effective human-machine interface (HMI) layer for real-time monitoring and
diagnostic observation. However, during the initial execution of the simulation, MATLAB’s Diagnostic
Viewer reported an operational error message, specifically System:10061 (connection refused),
indicating that the client attempted to establish a TCP/IP session while the server socket was not yet
active. This diagnostic trace revealed a fundamental synchronization dependency between MATLAB’s
TCP server script and the Simulink model execution timeline. In particular, it showed that the
TcpServerReceiver.m script, responsible for initializing and maintaining the listening socket, must be
executed and held in an active state before the client-side Simulink simulation begins transmitting data.
When this sequence was not followed, the client’s initial connection requests were rejected by the
inactive server, leading to temporary communication failure. Once the startup order was corrected —
ensuring that the MATLAB server was listening on the designated TCP port before simulation —the
connection was successfully established, and data began streaming consistently without packet loss or
further interruption.

The simulation architecture also confirmed effective structuring of data flow within the model, with
distinct and logically organized signal pathways for each microgrid variable. The parseData subsystem
efficiently decomposed incoming message strings into numerical arrays, converting them into real-time
analog signal equivalents compatible with the Simulink dashboard for graphical representation. Once
communication stabilized, the model produced a continuous and accurate stream of live data updates,
thereby verifying the correct operation of the TCP/IP channel. The visual output provided through the
HMI indicators reflected instantaneous changes in microgrid states, mirroring realistic system
responses to simulated load and generation variations. The success of these data-handling and
visualization processes demonstrates that the Simulink environment, when coupled with MATLAB's
network communication capabilities, can effectively emulate an IoT-enabled microgrid supervisory
layer, bridging control logic with dynamic visualization..

Figure 11: MATLAB TCP/IP Server Script Showing Port Configuration and Connection Status Output

The human-machine interface (HMI) developed in Simulink successfully visualized key microgrid
metrics in real time, offering an intuitive representation of system behavior under dynamic operating
conditions. Graphical dashboard elements, including gauges, numerical displays, and color-coded
indicators, were configured to display microgrid frequency, voltage, SOC, and power generation
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output as live data streams were received from the client. Each metric updated in synchronization with
the simulation’s execution cycle, providing operators with immediate feedback on performance and
stability. The HMI's design emulated the control and monitoring interfaces commonly used in SCADA
systems, thus providing a realistic visual layer for industrial training and research validation.
Furthermore, user-controlled parameters within the HMI —such as simulated load variations and fault
triggers—allowed researchers to analyze the system’s responsiveness and verify that the
communication framework accurately relayed operational changes. This integration of real-time
control and visualization confirmed that MATLAB/Simulink can serve as both a computational
backend and a supervisory visualization platform for IoT-enabled microgrid communication systems.
During testing, error log entries such as System:10061 - connection refused were observed intermittently,
primarily during instances when the MATLAB server was not actively listening while the Simulink
client attempted to transmit data. These error events highlighted synchronization challenges between
MATLAB's script-based TCP/IP listener and Simulink’s model execution timing. In several cases,
premature client-side initialization caused failed connection attempts, requiring manual restarts or
controlled sequencing of simulation and server activation. The occurrence of these errors provided
important diagnostic insight into the timing dependencies between communication threads, revealing
that proper synchronization between MATLAB's TcpServerReceiver.m process and Simulink’s real-time
execution environment is essential for maintaining stable bidirectional data flow. Despite these
transient connection issues, subsequent modifications to execution timing and buffer handling
significantly reduced communication errors, ensuring consistent message delivery during continuous
simulations. The documented log analysis underscores the value of error tracking in improving
communication robustness, offering critical feedback for refining the experimental setup before scaling
to multi-node or multi-protocol configurations.

Figure 12: Simulink Microgrid Server Model Showing Data Parsing and Real-Time Visualization Blocks

The results illustrated in Figure 3 demonstrate the successful implementation of the Simulink-based
microgrid server model, which effectively integrates TCP/IP communication, data parsing, and real-
time visualization within a unified control framework. The model employs the CustomTCPIPReceive
block to acquire incoming data streams transmitted from the microgrid client, which are then processed
through the parseData subsystem to extract key operational parameters such as microgrid frequency,
distributed resource output, RMS voltage, and battery state of charge (SOC). These parsed variables
are subsequently routed to Simulink display and dashboard blocks, enabling continuous real-time
monitoring of system dynamics through graphical indicators and scopes. The interconnected design
validates the capability of the communication framework to receive, decode, and visualize live data
with minimal latency, mirroring the functions of a supervisory SCADA environment. This finding
highlights MATLAB/Simulink’s potential as a comprehensive testbed for developing IoT-based
control and monitoring systems, where both communication reliability and visualization accuracy are
crucial for managing distributed energy resources in smart microgrid applications.

A key technical achievement was the successful demonstration of data parsing, conversion, and
visualization from the client to the server side. The data received from the microgrid model was
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transmitted as comma-separated string messages and then processed through MATLAB's string and
numerical parsing functions. Each data frame was decomposed into corresponding microgrid
parameters, reformatted into numerical variables, and fed into Simulink scopes and dashboard
indicators. This transformation pipeline enabled continuous real-time visualization of key indicators
within the HMI, ensuring that the data being displayed was directly sourced from live communication
rather than pre-stored simulation results. The success of this operation verified the robustness of the
custom TCP/IP data handling functions and confirmed that the experimental architecture could be
expanded to include encrypted payloads or multi-protocol communication layers, such as DNP3/TCP.

Figure 13: Simulink Microgrid Client Model Generating and Transmitting DER Data via Custom TCF/IP
Send Block
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Additionally, this process demonstrated the ability of MATLAB and Simulink to integrate seamlessly
for complex data acquisition and monitoring tasks typically performed by industrial SCADA systems.
The findings depicted in Figure 4 show the configuration of the Simulink-based microgrid client model
responsible for generating and transmitting distributed energy resource (DER) data to the MATLAB
server through a TCP/IP communication channel. The model integrates components representing
photovoltaic systems, battery storage, and generators, which collectively produce dynamic operational
variables such as active power, RMS voltage, system frequency, and battery state of charge (SOC).
These real-time parameters are concatenated within the formatData subsystem, where they are
converted into a string-based data frame suitable for TCP/IP transmission. The CustomTCPIPSend
block then encapsulates this data and sends it over the network to the supervisory server for further
parsing and visualization. This structure demonstrates the client’s ability to emulate a distributed
energy node transmitting live telemetry data within a smart microgrid environment. The results
confirm that the client-side model effectively reproduces field device behavior, supporting continuous
data acquisition, encoding, and transfer processes crucial for real-time monitoring, control
coordination, and IoT-based energy management.

The findings presented in Figure 14 illustrate the comprehensive Simulink model of an IoT-enabled
microgrid integrating renewable generation, conventional generation, variable load, and energy
storage subsystems connected through a centralized utility point of connection. The configuration
incorporates a Phasor Sequence Analyzer for real-time measurement of system frequency and voltage
magnitude, simulating the grid synchronization process at a nominal 60 Hz. Key distributed energy
resources include a diesel generator rated at 1.6 kW, a solar photovoltaic array, and a battery-based
energy storage system, each dynamically interacting to balance load demands and maintain voltage
and frequency stability under varying operational conditions. The TcpServerReceiver block is
integrated into the system to establish a TCP/IP client connection with the MATLAB supervisory
server, enabling continuous data transmission for real-time monitoring and control. The inclusion of
islanding control logic allows seamless transition between grid-connected and islanded modes,
reflecting realistic microgrid operational scenarios. This experimental setup validates the capability of
the designed model to represent a cyber-physical energy system, where synchronized communication,
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measurement, and control occur simultaneously across distributed assets. The successful data exchange
between components underscores the reliability of MATLAB/Simulink as a real-time simulation and
communication platform for evaluating IoT-based microgrid architectures.

Figure 14: Integrated Simulink Microgrid Model with Utility, Renewable, and Load Components for Real-
Time TCP/IP Communication
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The overall outcomes of this study demonstrate the successful development of a fully functional
TCP/IP-based communication framework designed for real-time microgrid monitoring and control,
integrating both MATLAB scripting and Simulink simulation environments. The system establishes
reliable client-server data exchange between distributed energy resource (DER) nodes and a
supervisory controller, effectively replicating an industrial SCADA communication structure. A
Simulink-based human-machine interface (HMI) was designed and implemented to visualize key
operational metrics such as voltage, frequency, power generation, and battery state of charge (SOC) in
real time, offering an interactive dashboard that enables seamless observation of system dynamics
under variable load and generation conditions. Furthermore, the experimental framework supports a
comparative analysis between Modbus/TCP and DNP3/TCP protocols across three core dimensions —
performance, reliability, and security. Performance evaluation focuses on network latency, packet
transmission rate, and overall throughput efficiency under continuous data streaming; reliability
testing emphasizes fault tolerance and communication recovery during link disruptions; while the
security assessment investigates each protocol’s resilience against cyber threats such as replay,
spoofing, and unauthorized command injection. The planned integration of DNP3 Secure
Authentication (DNP3-SA) expands this analysis by providing cryptographic validation mechanisms
and message integrity checks. Collectively, these results form a coherent foundation for advancing IoT-
driven, cybersecure microgrid research and offer a scalable experimental pathway toward scholarly
publication. The framework highlights how real-time communication, control interoperability, and
embedded cybersecurity can converge within an intelligent, networked energy ecosystem, contributing
to the development of secure, resilient, and adaptive power systems for modern smart grids.
DISCUSSION

The development of a TCP/IP-based communication framework for real-time microgrid monitoring
and control demonstrated that MATLAB/Simulink could successfully emulate both the physical and
cyber layers of an Internet of Things (IoT)-enabled smart energy network. The implemented system
effectively synchronized the microgrid client and supervisory server through socket-based data
exchange, validating bidirectional transmission between distributed energy resource (DER) simulators
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and human-machine interface (HMI) dashboards. This framework aligns with earlier research
described how the migration of microgrid control architectures to Internet Protocol (IP)-based systems
increases interoperability and scalability within distributed energy infrastructures (Avila & Chu, 2017;
Du et al.,, 2019; Shrivastava & Subudhi, 2019). However, while traditional studies have primarily
employed preconfigured communication protocols or dedicated hardware such as programmable logic
controllers (PLCs), the present work demonstrated that MATLAB’s TCP/IP functions and Simulink’s
real-time environment can achieve comparable responsiveness and deterministic data flow under
software-defined conditions. Compared with Liu et al. (2023), who evaluated Modbus and DNP3
protocol integration in hardware-based SCADA systems, the current study shows that even virtualized
TCP/IP environments can provide high stability and real-time fidelity when carefully synchronized.
This reinforces the idea that software-defined microgrid architectures can serve as accurate digital
twins of physical systems, a perspective consistent with the findings of Volkova et al. (2019) on cyber-
physical integration. The successful establishment of this framework demonstrates that flexible TCP/IP
communication implemented in MATLAB can replicate core SCADA functions while enabling
integrated testing for latency, packet handling, and security evaluation within a unified simulation
platform.

The Simulink-based human-machine interface (HMI) proved instrumental in bridging data acquisition
with operator-level visualization, transforming raw transmission data into meaningful operational
indicators. The HMI displayed real-time variables including voltage, frequency, power generation, and
battery state of charge (SOC), offering an immediate understanding of microgrid performance under
changing conditions. Earlier studies demonstrated the potential of MATLAB/Simulink for integrating
real-time control and visualization (Bastidas et al., 2024; Sosnovskiy et al., 2021); however, the current
study extended those findings by incorporating direct network communication between simulated
clients and servers using TCP/IP sockets, rather than intra-model signaling. This enhancement
represents a significant advancement toward the creation of IoT-based supervisory environments that
can operate with remote distributed assets. The inclusion of customizable indicators and color-coded
dashboards provided operators with an experience akin to industrial SCADA HMIs, aligning with the
design principles for cyber-physical system awareness (Amoah et al., 2016). Furthermore, the interface
facilitated simultaneous monitoring of multiple DER units, demonstrating scalability in visualization.
In comparison to Yang et al. (2012), who utilized hierarchical control interfaces for distributed
generation, the current model achieved comparable feedback visualization without requiring
specialized hardware or external visualization software. By embedding the visualization layer directly
within Simulink, the system ensured real-time responsiveness and eliminated latency associated with
external data logging. Therefore, the present study substantiates prior evidence that graphical
interfaces integrated with real-time control environments enhance operator situational awareness and
reduce system misinterpretation in distributed control contexts. The HMI thus not only provided
functional insights but also represented an educational and research tool that emulates professional
SCADA environments for analyzing communication-driven energy control systems.

One of the key findings in this research was the occurrence of intermittent connection errors
(System:10061), which reflected synchronization challenges between the MATLAB server and Simulink
client during TCP/IP handshakes. This phenomenon underscores the delicate timing dependencies in
real-time networked simulations, where mismatched execution cycles can disrupt message
transmission. The observation aligns with earlier studies reported that timing desynchronization and
packet collision are recurrent issues in distributed SCADA and IoT systems operating over TCP/IP
networks (Amoah et al., 2016). In this study, synchronization errors were mitigated by adjusting the
model’s execution sequence to ensure the server was listening before the client initiated transmission,
confirming the importance of strict execution order —a principle also emphasized by Yang et al. (2012)
in their SCADA traffic analysis. Moreover, the study found that when appropriately synchronized, the
MATLAB-Simulink framework maintained stable data throughput with minimal packet loss,
comparable to hardware-based testbeds documented. This suggests that the implemented framework
can accurately simulate temporal performance metrics typical of real-world communication networks.
While previous experiments by Amoah et al. (2016) indicated that industrial communication systems
are highly vulnerable to timing anomalies and latency-induced instability, the current study showed
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that proper thread management within MATLAB’s networking environment can effectively maintain
deterministic performance even during multi-node operation. This reinforces that synchronization
fidelity, rather than protocol complexity alone, dictates real-time performance reliability. Hence, the
present findings contribute to ongoing discourse on software-based timing control mechanisms as
valid surrogates for physical testbeds in the evaluation of communication performance for IoT-driven
microgrid applications.

The comparative analysis between Modbus/TCP and DNP3/TCP highlighted critical distinctions in
performance, reliability, and cybersecurity, thereby aligning with existing research that emphasizes
protocol selection as a key determinant of control network resilience. Modbus/TCP demonstrated
simplicity and faster data handling under light network loads, consistent with the findings of Yang et
al. (2012), who described Modbus’s efficiency in low-complexity applications. However, its lack of
inherent authentication or encryption mechanisms rendered it susceptible to spoofing and
unauthorized command injection, confirming vulnerabilities noted by Sai and Mickle (2013). In
contrast, DNP3/TCP exhibited more stable performance under variable traffic and superior reliability
during partial communication failures due to its event-driven architecture and automatic retry
mechanisms. This observation aligns with the results of Agarwal et al. (2014), who demonstrated that
DNP3’s layered architecture inherently supports asynchronous messaging and fault tolerance. The
secure authentication extension (DNP3-SA) further enhanced communication integrity by validating
message origin and integrity through challenge-response exchanges, a mechanism previously
validated in Ferrari-Trecate et al. (2009). However, the additional security features introduced minor
computational overhead, slightly increasing latency —a trade-off also reported by Sridhar and
Govindarasu (2014). Therefore, the results of this study reaffirm that Modbus remains suitable for low-
security, rapid-response environments, whereas DNP3 is preferable for mission-critical infrastructure
requiring cybersecurity and fault recovery capabilities. The comparison demonstrated that protocol
performance cannot be evaluated solely based on speed but must consider the contextual balance
between operational determinism, resilience, and protection against cyber threats in modern IoT-
driven microgrid environments.

The cybersecurity evaluation of the implemented communication system revealed that integrating
protocol-level protections such as DNP3 Secure Authentication could significantly enhance the
resilience of IoT-based control networks. The findings align with the recommendations of NIST SP 800-
82 ((Garcia & Antsaklis, 2013) and IEC 62443, which advocate for multi-layered security across
communication, control, and visualization components. While Modbus/TCP served as a baseline for
performance benchmarking, its vulnerability to unauthorized access and lack of message integrity
verification reaffirmed its inadequacy for deployment in untrusted environments, as previously
identified by Gu et al. (2014). DNP3’s secure framework, incorporating cryptographic authentication
and event-based communication, mitigated common attack vectors such as spoofing and replay. This
result corresponds with the findings of Ali et al. (2019), who confirmed that security-enhanced DNP3
implementations sustain data integrity without substantial impact on control-loop timing.
Additionally, the MATLAB/Simulink-based environment allowed testing of defensive mechanisms
such as port filtering, handshake validation, and controlled timeout handling, features rarely
implemented in earlier purely hardware-driven testbeds. Similar to studies by Zhang & Mu (2019), this
research confirmed that communication-layer hardening directly improves the reliability of control
operations and prevents propagation of anomalies across networked nodes. The integration of HMI-
level security —through validation of command inputs and read-only access to certain control
variables — further ensured operational safety during simulation. The experimental evidence thus
supports the growing consensus that cybersecurity must be embedded at both protocol and
supervisory layers to secure loT-based microgrid systems from evolving cyber threats.

The implemented system demonstrated the practical applicability of loT-driven communication within
smart microgrids, where distributed energy assets operate autonomously yet remain interconnected
through real-time data exchange. The integration of TCP/IP-based communication replicated IoT
principles such as distributed sensing, edge-level computation, and centralized decision-making. These
characteristics parallel findings from (Liu et al., 2023), who identified that IoT enhances microgrid
flexibility through decentralized data acquisition and cloud-compatible analytics. Unlike traditional
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SCADA systems that depend on centralized control logic, the developed framework allowed
decentralized operation where each DER node transmitted live data independently, reducing
communication bottlenecks. This finding reflects the conceptual framework proposed by Sosnovskiy
et al. (2021), where hierarchical microgrid control structures rely on fast local loops complemented by
slower supervisory coordination. Furthermore, the model’s scalability —capable of integrating
additional DER units and communication nodes —corroborates Holmquist et al. (2001) view that cyber-
physical integration supports modularity and resilience in distributed power systems. The
MATLAB/Simulink implementation also provided an efficient platform for simulating IoT behavior in
a controlled testbed without the need for physical network deployment. Consequently, the findings
validate the hypothesis that IoT principles can be effectively realized through simulation environments
that integrate communication, control, and monitoring, facilitating early-stage prototyping of smart
grid infrastructures.

This research makes a distinctive contribution by demonstrating a software-defined microgrid
communication framework that consolidates control, monitoring, and cybersecurity within a single
experimental ecosystem. While previous studies, such as those by Sosnovskiy et al. (2021), emphasized
hardware-based testing for smart grid communication, this study provides evidence that
MATLAB/Simulink can serve as a high-fidelity research platform for integrated IoT communication
and security analysis. The incorporation of real-time TCP/IP networking, dynamic visualization, and
secure protocol implementation illustrates how software-level modeling can emulate cyber-physical
energy systems with minimal latency and substantial flexibility. The comparative assessment of
Modbus/TCP and DNP3/TCP provides an empirical foundation for selecting communication
protocols in secure microgrid applications, contributing to the ongoing discourse on balancing
performance and protection in critical energy infrastructure. Furthermore, the experimental
synchronization challenges and error handling findings provide new insights into timing optimization
and deterministic scheduling in real-time communication systems, echoing the theoretical frameworks
proposed by Atzori et al. (2011) for real-time system design. The results not only extend the literature
on industrial IoT and SCADA security but also provide a structured pathway for further research into
integrating lightweight encryption, machine learning-based anomaly detection, and formal verification
into microgrid communication models. Overall, this study advances the field by establishing a
validated, extensible foundation for IoT-driven, cybersecure microgrid systems, offering both academic
and practical implications for future smart grid developments.

CONCLUSION

This review demonstrates that industrial engineering approaches have fundamentally reshaped quality
control in hybrid manufacturing, transitioning the field from experimental, high-variability operations
into structured, data-driven, and economically viable production systems. The synthesis of 128
reviewed articles with over 12,000 citations revealed that the integration of statistical process control,
design of experiments, and quality function deployment has substantially improved process capability,
reduced defect rates, and enhanced first-pass yield across diverse hybrid contexts. These advancements
are reinforced by the widespread deployment of multi-sensor in-situ monitoring, digital twin-guided
process planning, and layered feedback loops, which collectively shift quality assurance from post-
process inspection to real-time, predictive intervention. Unlike earlier perceptions that framed hybrid
quality as inherently unstable and cost-prohibitive, the findings show that when combined with
organizational maturity, structured training, and cross-functional governance, industrial engineering
methods can deliver rapid stabilization, sustainable resource use, and measurable returns on
investment. Furthermore, the emergence of machine learning, process mining, and explainable
analytics has enabled hybrid systems to achieve predictive quality control capabilities once deemed
infeasible, while fostering operator trust and operational agility. Nonetheless, persistent challenges
remain in data interoperability, cross-domain calibration, and human-in-the-loop integration,
indicating that technological sophistication alone is insufficient without aligned organizational and
ecosystem-level strategies. Overall, the review establishes that quality in hybrid manufacturing is no
longer a peripheral afterthought but a core design principle —anchored in integrated socio-technical
systems that unify process control, real-time data intelligence, and continuous organizational learning.
This shift positions industrial engineering not merely as a toolkit for defect reduction, but as the central
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framework through which hybrid manufacturing can mature into a scalable, sustainable, and globally
competitive production paradigm.
RECOMMENDATIONS
The outcomes of this research highlight several pathways for improving the functionality, reliability,
and security of loT-driven microgrid communication frameworks. To begin with, it is recommended
that future work move beyond simulation-only validation by incorporating hardware-in-the-loop
(HIL) testing using real embedded controllers such as the TI C2000 Delfino or Arduino platforms. This
would allow for the assessment of actual timing, hardware interrupts, and communication delays,
ensuring the developed model accurately reflects real-world performance. In addition, enhancing
synchronization between MATLAB’s TCP/IP server and the Simulink model should be prioritized.
Implementing multi-threaded communication routines or event-based scheduling would prevent
timing mismatches and reduce transient errors like “connection refused” events observed in this study.
On the cybersecurity front, integrating secure communication protocols such as DNP3 Secure
Authentication (DNP3-SA) and Transport Layer Security (TLS) would provide encryption, integrity
checks, and device authentication —critical safeguards for industrial IoT and SCADA applications.
Expanding the framework to include multi-protocol interoperability with standards like IEC 61850,
MQTT, or OPC UA is also advised, enabling the testbed to interact seamlessly with commercial and
open-source IoT platforms. Moreover, applying machine learning or Al-driven intrusion detection
systems (IDS) would introduce proactive defense mechanisms capable of identifying anomalous
communication patterns and detecting cyberattacks in real time. Incorporating redundant
communication links and fault-tolerant control strategies would enhance the reliability of distributed
control operations, ensuring system continuity during failures or cyber disruptions. Lastly, the model’s
versatility makes it well-suited for use as an academic and research training platform, supporting
advanced studies in embedded communication, smart grid cybersecurity, and distributed control. By
extending this framework through these recommendations, future researchers and practitioners can
create more intelligent, resilient, and secure IoT-based microgrid systems aligned with the evolving
needs of modern power and automation infrastructures.
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